Page 1|

Re: Issues for the Director's upcoming testimony

b6 b7C
From: ALL INFORMATION COMNTATMNED
b6 To: HERETIHM I3 UNCLASSIFIED
bIC Date: ThU, Jun 13, 2002 5.38 PM DATE 1&8-19-2005 BY 6£5179/DHMSLESCHC
Subject: Re: Issues for the Director's upcoming testimony

|per your request

bb

4) The Patriot Act Section 207, (after the initial 120 day tlzrder), allows search warrants against

b

Had | had more time, | would have provided additional comments but | hope my theme is fairly
clear.

SSA b6

b7C

> be2 .

Good morning everyone | as kind enough to allow me to use her computer to reach out to all of

you. My name i ]} work at the Office of Public and Congressional Affairs (OPCA). Part of bé
my duties is to gather information for the Director, so that he may be prepared when he testifies at Capitol 7

Hill. The Director is going to the Hill on Tuesday (6/18/02).
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Re: Raquesi for Assistance from the COCs Page 1

ALT, TNFORMATTOH CONTATHERD
HEREIW I8 UNCLASSIFIED EXCEDT \ ' b2 b7
WHERE SHOWN OTHERWTSE

. From:

© To:

b7C Date: BI16/02 10.15AM
Subject: Re: Request for Assistance from the CDCs

DATE: 12-15-2005 bl
CLASSIPIED BY &LL1WW/DMI/LE/ CHo |: S :I
. B -

7

REAZCI: 1.4
DECLARRIFY 2M: 1d-19-2030

b7E

G Oter Provisions nave been used. (hanks.
b6 !

] Josrts1zo2pmees

Good morning: Altached is a communication that was sent to you on August 1, 2002, requesting your
assistance in obtaining information regarding the Patriot Act in response to a request from Senators
Feinstein, Leahy and Kyl for a briefing of their staffers. In particular, the questions posed are how many
times have we have used the tools provided by the Patriot Act and if the toals need refinement/tweaking
{the tools are listed in the attachment). The briefing is scheduled for August 20. We requested
responses by August 14, 2002, so as to give us adequate time to prepare. As of today we have not
received responses from you. |know you are extremely busy but it is imperative that we obtain
information to respond to the 2 questions posed by the Senators. Congress has specifically requested
this information and it is important that we be as comprehensive and accurate as passible in our
response. Plus, this is an opporiunity to attempt to obtain revisions, if necessary, to better the tools. We
need fo provide them with statistics and exampies to accomplish this.

Please respond to this request by COB tomorrow. Thank you4:
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‘Re- Request for Assistance from the GDCs

DATE: 12-19-2005

CLASSIFIED BY &5179/DMESLESCWC
REASON: 1.4 ()

DECLASEIFY ON: 18-1%-2030

ALL IHFORMATION CCNTAIMED
HEREIN IZ UMCL IFIED EXCZER
WHERE BHOWK QUHERWIEE

Frem:br/C bR
To:

Date: BI1502 4.560W

Subject: Re: Request for Assistance from the COCs

| was on vacation and out of office. Received this on Tuesday.

several squads i

Hope this helps. Anf fufft'off Ljfjp me Friday I:I will be doing legal instruction for 1,2

»>L___ Pens zozpu>» -

Good morning: Attached is a communication that was sent to you on August 1, 2002, requesting your
assistance in obtaining information regarding the Patriot Act in response to a request from Senators
Feinstein, Leahy and Kyl for a briefing of their staffers. In particular, the questions posed are how many
times have we have used the tools provided by the Patriot Act and if the taols need refinement/tweaking
(the tools are listed in the attachment). The briefing is scheduled for August 20. We requested
responses by August 14, 2002, so as to give us adequate time to prepare. As of today we have not
received responses from you. | know you are extremely busy but it is imperative that we obtain
information to respond to the 2 questions posed by the Senators. Congress has specifically requested
this information and it is important that we be as comprehensive and accurate as possible in our
response. Plus, this is an opportunity to attempt to obtain revisions, if necessary, to better the tools. We
need to provide them with statistics' and examples to accomplish this.

Please respond to this request by COB tomorrow.  Thank you.:



Re: Reques! for Assistance from the COCs " Page 1

bl
DATE: 12~13-2005 b2
CLAZSTIFIED EBY ?5179DMH/LPCWCb7P
REASOH: 1.4 () o
DECLASSIEY ON: 12— l‘.”—ZD'BD

bt k2 b7E
From:
b7C o
Date: 8/16/02 5:03PM
Subject: Re: Request for Assistance from the CDCs
TS S-nan. manRs. i 3
> 8/15 11:02 AM >>>

Good moming: Attached is a communication that was sent to you on August 1, 2002, requesting your
assistance in obtaining information regarding the Patriot Act in response to a request from Senators
Feinstein, Leahy and Kyl for a briefing of their staffers. [n particular, the questions posed are how many
times have we have used the tools provided by the Patriot Act and if the tools need refinement/tweaking
(the tools are listed in the attachment). The briefing is scheduled for August 20. We requested
responses by August 14, 2002, so as to give us adequate time to prepare. As of today we have not
received responses from you. | know you are extremely busy but it is imperative that we obtain
information to respond to the 2 questions posed by the Senators. Congress has specifically requested
this information and it is important that we be as comprehensive and accurate as possible in our
response. Plus, this is an opportunity to attempt to obtain revisions, if necessary, to better the tools. We
need to provide them with statistics and examples to accomplish this.

joyied

Please respond to this request by COB tomorrow. Thank you. D



[ Re:'Request for Assistance from the CDCs Page 1
b6
BiC b2 b7a
ALL THNFORMATTON COMTATNED / e
HEREIMN I8 UNCLASSIFIED EXCEDRT From: ’
WHERE SHOWH OTHEREWIZE To: b7C
Date: 8/15/02 5:29PM
DATE: 12-18-2005 Subject: Re: Request for Assistance from the CDCs
CLASSIFIED BY 65179/DHMSLESCHC
REASOM: 1.4 ([C)
DECLAZEIFY ON: 12-19-203b1 S
b2 |: :I
0 7E

>>>| |08/1 5/02 12:02PM >>>

Good morning: Aftached is a communication that was sent to you on August 1, 2002, requesting your
b7¢ assistance in obtaining information regarding the Patriot Act in response to a request from Senators
Feinstein, Leahy and Kyl for a briefing of their staffers. In particular, the questions posed are how many
times have we have used the tools provided by the Patriot Act and if the tools need refinement/tweaking
(the toois are listed in the attachment). The briefing is scheduled for August 20. We requested
responses by August 14, 2002, so as to give ys adequate time to prepare. As of today we have not
received responses from you. | know you are extremely busy but it is imperative that we obtain b7C
information to respond to the 2 questions posed by the Senators. Congress has specifically requested

this information and it is important that we be as comprehensive and accurate as possible in our

response. Plus, this is an opportunity to attempt to obtain revisions, if necessary, to better the toois. We

need to provide them with statistics and examples to accomplish this.

b6

Please respond to this request by COB tomorrow. Thank you. : b6

b7C
CC:




 DECLASETEY ON:

SERRET

rRé: Request for Assistance from the CDCs

. Page !

ALL THEORMATION CONTATIMNED
HEREIN IS UNCLABZIFIED EXCEPRT
WHERE BHOWN QUHERWIGE

o
ey

SAT9SNMES LR/ e
1.4 ()
12-18-2030

SECRET

b2
bé :
B7E
From: P7C
To:
Date: 8/15/02 3:36PM
Subject: Re: Request for Assistance from the CDCs

Hil | b6 07C

1 am currently TDY in the National Press Office this week and at least next as well. | will stop to say heilo
- 50 be prepared to hide! Thanksir b6 B7C

> pens1202pm>>> :

Good morning: Attached is a communication that was sent to you on August 1, 2002, requesting your
assistance. in obtaining information regarding the Patriot Act in response to a request from Senators
Feinstein, Leahy and Kyt for a briefing of their staffers. In particular, the questions posed are how many
times have we have used the tools provided by the Patriot Act and if the tools need refinement/tweaking
(the tools are listed in the attachment). The briefing is scheduled for August 20. We requested
responses by August 14, 2002, so as to give us adequate time to prepare. As of today we have not
received responses from you. 1 know you are extremely busy but it is imperative that we obtain
information to respond to the 2 questions posed by the Senators. Congress has specifically requested
this information and it is important that we be as comprehensive and accurate as possibie in our
response. Plus. this is an opportunity to attempt to obtain revisions, if necessary, to better the tools. We
need to provide them with statistics and examples to accomplish this.

Please respond to this request by COB tomorrow. Thank you.: b6

CcC:




SEGRET

DATE: 12-12-2005

CLASBIFIED BY 65179/ DME/LE/CHC

REASOH: 1.4 (C)
DECLASSIFY OH: 12-19-2030

b1
bz

ALL IMEFORMATION CONTATMED
HEREIN IZ UMCLAZZIFIED EXCEPRT

WHERE SHCOWN QTHERWIESE

[ 'Re: Request for Assistance from the COCs o " Page i
b2
p7C
From: b7E
To:
Date: 8/19/02 11:27AM
Subject: Re: Request for Assistance from the CDCs

>>>| |8/15 12:02 PM >>> :
Good morning: Attached is a communication that was sent to you on August 1, 2002, requesting your
assistance in obtaining information regarding the Patriot Act in response to a request from Senators
Feinstein, Leahy and Kyl for a briefing of their staffers. In particular, the questions posed are how many
times have we have used the tools provided by the Patriot Act and if the tools need refinement/tweaking
(the tools are listed in the attachment). The briefing is scheduled for August 20. We requested
responses by August 14, 2002, so as to give us adequate time to prepare. As of today we have not
received responses from you. | know you are extremely busy but it is imperative that we obtain
information to respond fo the 2 questions posed by the Senators. Congress has specifically requested
this information and it is important that we be as comprehensive and accurate as possible in our
response. Plus, this is an opportunity to attempt to abtain revisions, if necessary, tc better the tools. We
need to provide them with statistics and examples to accomplish this.

Please respond to this request by COB tomorrow. Thank you: b6



| [Request for CDC Assislance re: Patriot Act statistics " Paget,

b6 b2
ATT, THFORMATTION CONTATMNED From:y, 7 ' b73
HEREIN I8 UNCLABSIFIED To:
DATE 12-1%-Z005 DY &517% dmh/lp/ ocwe Date: 8/16/02 4:04PM
: . Subject: Request for CDC Assistance re: Patriot Act statistics

Dear
Pemr your request |:anvassed its Counterterrarism Sguads to provide information b2
regarding the following two questions: -

b7E
1) How many times have the squads used the toois provided by the Patriot Act
2) Do the Patriot Act tools need refinement/tweaking
The response regarding Question #1: .

-Squads made extensive use of the expanded ability to share criminal investigative information under
Section 203(d) to enhance liason with local, state, and other federal agencies. The willingness of
agencies to participate in Joint Terrorism Task Forces was greatly aided by the ability to share
information.

-Squads used Section 214 with the changed standard of "relevance to an ongoing investigation” to
obtain pen register and trap and trace orders more readily.

The response regarding Question #2:

-The squads do not have any input to add at this time..

cc: bé

biC




S ED(E T : ['Re: Request for Assistance from the CDCs —Page 1
bo b2 |
h7C : b7E
From: b1
To: b2
DATE: 192-149—2005 Date: 8/15/02 12:33PM
CLASSTFTED BY A51790MH/LE/CHC Subject: Re: Request for Assistance from the CDCs
REASON: 1.4 (O U5-Cv-0845) I—I o b7
DECLASSIEY ON: 12-13-2030 t senf Fresponse tol |lfh.u:1<| .
o oy o
b6 I ! fE;h
n7C >3] 8/15 12:02 PM >>>

ALL INFORMATION COMTAINED
HEFREIM I8 UNCLASRIFIED EXCEPRT
WHERE GHOWN OTHERWIGE

Good moming: Attached is a communication that was sent to you on August 1, 2002, requesting your
assistance in obtaining information regarding the Patriot Act in response to a request from Senators
Feinstein, Leahy and Kyl for a briefing of their staffers. [n particular, the questions posed are how many
times have we have used the tools provided by the Patriot Act and if the tools need refinement/tweaking
(the tools are listed in the attachment). The briefing is scheduled for August 20. We requested
responses by August 14, 2002, so as to give us adequate time to prepare. As of today we have not
received responses from you. | know you are extremely busy but it is imperative that we obtain
information to respond to the 2 questions posed by the Senators. Cangress has specifically requested
this information and it is important that we be as comprehensive and accurate as possible in our

" response. Plus, this is an opportunity to attempt to obtain revisions, if necessary, to better the tools. We
need to provide them with statistics and examples to accomplish this. '

Please respond to this request by COB tomorrow. Thank you. E




[ ReMessage to all CDCS/ADCs . T Page 1
SERFET ——

o33
b/C
From: bl
ALL INFOEMATTCHN CONTATNED To:
HEREIN I§ UNCLAESIFIED EXCEDT Date: 8/12/02 3:39PM b2z
WHERE SHOWM OTHERWIESE . Subject: Re: Message to all CDCs/ADCs . .
s
h7C
>>>] 8/01 9:06 AM >>> -
b2 Please forward the attached to all CDCs/ADCs. Thanks. : e
b
L7E .
p7C

DATE: 12Z-12-2005

CLASSIFIED BY EL179DMH/ LB/ CWC
REAZOM: 1.4 (C)

DECLASSIFY OHN: 12-19-2030



ALL IMPOEMATION CONTATNED
HEREIN I8 UMCLABSIFIED

DATE 12-1%-Z005 BY

E517% DHMH/LP/CWC

Re: Request for Assistance from the CDCs " Page 1
, b6 -
From: 15~ b7E
To:
Date: 8/16/02 5:18PM
Subject: Re: Request for Assistance from the CDCs
ity for the defay in responding, | don't recall receiving the August 1 e-mail,_I've gueried thé:
upervisors and alt have responded negatively. Thatis, th has not taken

advantage of the provisions of the Patriot Act yet. All Supervisors recognize the imporiance of these
provisions and will not hesitate to take advantage when the need arises.

>>|:|08/1 5/02 12:02PM >>>

Good morning: Attached is a communication that was sent ta you on August 1, 2002, requesting your
assistance in obtaining information regarding the Patriot Act in response to a request from Senators
Feinstein, Leahy and Ky! for a briefing of their staffers. In particular, the questions pased are how many
times have we have used the tools provided by the Patriot Act and if the tools need refinement/tweaking
(the tools are listed in the attachment). The briefing is scheduled for August 20. We requested
responses by August 14, 2002, so as to give us adequate time to prepare. As of today we have not
received responses from you. | know you are extremely busy but it is imperative that we obtain
information to respond to the 2 questions posed by the Senators. Congress has specifically requested
this information and it is important that we be as comprehensive and accurate as possible in our
response. Plus, this is an opportunity to attemnpt to obtain revisions, if necessary, to better the tools. We
need to provide them with statistics and examples to accomplish this.

Please respond to this request by COB tomorrow. Thank you.: b6



Sw » | [Re* Message to all CDCs/ADCS “Page |

-~ ALL ITNFORMATTON COMNTATNEDR b6 b2
HEERETM I&8 UNCLASSIFIED EXCEPT L7C o
WHERZ SHOWHM OTHEEWIESE From; o b7E
To:
Date: 8/15/02 4:48PM
b1 Subject: Re: Message to all CDCs/ADCs
b2 o I
b6
(5]
b7E TRanks,
DATE: 12-19-2005 = Jaro1 &:06 Am >>>
CTLASSTETED 5% 65179/ DHE/ LD/ CHC [ | Please forward the attached to all CDCs/ADCs. Thanks[ ] b6

REAZON: 1.4 (C)
DECLAZSIEY ON: 12-13-2030



| |Re"Requestfor Assistance from the CDCs T _ T Péfg_é_‘imi

ALL IMEORMATION CONTAINED } ~
HEREIN IS UNCLAZSIFIED b6 b2
CATE 12-1%-2005 BY E517% DUH/ L2/ CWC . bR

From:y, 7.

To:

Date: ~ B/10/02 T0:-06AM

Subject: Re: Request for Assistance from the CDCs

[ ]

Sorry for the delayed repsonse. We were ﬁaving trouble getting a response from the squads that make
use of these provisions of the Patriot Act, but for what it is worth, here is what we finally got.

The most helpful provisions of the Act and the ones used most regularly are the nationwide execution of
search warrants and the ability to use the same 2703(d) order for muitiple companies. The squad could
not provide an exact number but said the ability to serve the same court order on muitiple companies is
used almost every time they serve an order because it is normat to find the first company served is not in
fact the ultimate service provider. .

Both CT squads were of the opinion the most useful addition wouid be administrative subpoena authority
in both computer crime cases and for phone records in terrorism cases at @ minimum.




SESREL

“Page 1

Re: Fwd: Message to all CDCs/ADCs

DATE: 12-19-2005
CLASSIFIED BY 65179%/DMH/LE/CHC
REAZOM: 1.4 ()

DECLASSIFY OM: 12-19-2030

Lad

ALL INFORMATION COMTAINED
HEEEINM IS UNCLASSIFIED EXCEPT
WHERE BHOWHN OTHERWIEZE

Fromb®
To: .,
Date:” ' BIT3102 4.29PW b2
Subject: Re: Fwd: Message to all CDCs/ADCs bR
| hope the following information is heipful regarding the "tools” th4 has

used post Patriot Act:

bl
b2

b7E

| hope this is what your looking for! Let me know if you need additional information. Thanks!!!:

b6 >>:|oa/1a 3:26 PM >>>

b7C

ET




SECRET -

ALL IWFORMATION CONTATHED
HEREIN If UNCLAZEIFIED EXCEPRT
WHEFRE SHOWN QITHERWIGE

DATE: 12-19-2005
CLASSIFIED BY 6517%/DMES LB/ CWC
REASON: 1.4 ()

DECLASSIFY ON: 1

2-19-2030

7/29/2002

To: SACl |

From: ¢DC|

Subject: SAC's Conference

fo) his informati

As we discussed, I'm provid%gs_z_u_L_______2__§ngn_igz_xh§___1
_upcoming SAC's conference

b5

o
8}

bs

Enclosed are the following which provide examples to help you

make your case:

Enclosure 1: My memo to OPCA, dated 6/14/2002.
out ten changes that would greatly improve matters.

The memo sets

it an i L on s S i e e e Y L e N D T SO
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bl
bo

.
b5
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Enclosure 1

N L i e it i




SEPKET | | |

ALL THEORMATTON CONTATMNED
HEREIN I8 UNCLABBSIEIED EXCERT 6/14/2002
WHEERE ZHOWN OTHERWIGSE

DATE:  12-19-2005
CLASSIFIED BY 65179/DMHSLESCHC
REASON: 1.4 ()

DECLAZZIFY ON: 12-18-2030
b6 To: . SSAl
e From: CDCI |
b2

Subject: Issues for the Director's Upcoming Testimony

b

b5

Enclosure 1

R L Ry e

|




A few years ago I personally made some of thesedegisliative
recommendations to Director Freeh when he visited I




Enclosure 2
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DATE: 12-14-2005 .
CLAZSIFIED BY 65179 /DMH/LE/CHC
REASCH: 1.4 (C)

DECLASSIFY OH: 12-14-2030

b2
b7
b6

Z

(A%

SECREF—1

ALL INFORMATIOMN CONTATINED
7/29/2002 HERETH T8 UNCLASSTFIEDR EXCEPT

WHERE SHOWHM OTHEEWLEE
From: SA I

Subject:

(8

bl

-

b

b7E

05-Cv-0845

(5]

Enclosure 2
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Enclosure 3
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SERBET  oire. ovizone

CLAZETEFTED BY &517%/DMHSLE/SCWC
REASOM: 1.4 (C 05-Cw—-0045]
DECLASSIFY CM: 1Z2-14-Z2030

ALL INFORMATION CONTAINED
HEERETIM I8 UNCLAREIFIED EXCEPRT
WHERE SH0WH OTHEEWISE

07/29/2002
be To: CDFI
From: sal |
L7C Subject

o P

Ligy
4]

(3]

()

* Attached Documents
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Enclosure 3
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__Page 1

a T | F.Bﬂemg on the Patriot Act

. bé
- b7
DATE: 1Z2-14-2005
CLASSIFIED BY A517% DMHSLERSCWC
REASON: 1.4 (C 05 ~0B45)
DECLAZEIFY ON: 12-14-

From:
To:

Date:
Subject:

]

8/1/02 10:46AM
Briefing on the Patriot Act

b2
BT
ALL THFORMATION CONTATINED

HEREIMN I2 UNCLAZEIFIED EXCERT
WHERE SHOWN OTHERWISE

In my ever vigilant attempt to be responsive to inquiries on the Patriot Act, | have been tracking its usage
and asking questions as best | can. The following is a summary of how we have used the Act and where
tweaking is needed.

b1 Usage -
b2
bé
b7iC
biE .
[ B2
(5]
Tweaking -

bh

Hope this helps.




| [ Re-Requast for CDC assistance Page 1-

DATE: 1:2-14-2005 -
CLASSIFIED BY 63179 DMH /LE/CWC

REAZOH: 1.4 (T 05-Cv-0845)

ECLASETEY O4: 12-14-2030 From:

bECLASSLEY * 14-20310 To: ALL INFOEMATION COMTATINED
Date: TS0 T OTE HEREIMN IS UNCLASSTFIED EXCEPRT

- . WHERE SHOWH OTHERWISE
Subject: Re: Request for CDC assistance ' ' '

Sorry for deletinClamail ! Here's the relevant information. { did not see from your email in what

format you wanted this but here it is in a nut sheli (| can reformat it and provide greater detail if you need
it):

el

>> 8/14 5:07 PM >>>
s discussed, see attached. Thanks:

SE




‘Re: Request for Assistance from the COCS o Page L
ALL TNFORMATION CONTATHED
HEREIN 15 UMCLABSIFIED EXCEPRT b2
WHEHE SHOWN ULHERWLEE
5 ET b7E
From: DATE: 12-14-H005
pe  To CLASSIFIED BY 6517% DMH/LE/CRC
Date: 8/13/02 2:03PM REASON: 1.4 [ F-0845])
B7C  Subject: Re: Request for Assistance from the CDCs DECLAZEIEY ON:
1
b1

The overall perception about the changes in the Patriot Act:

> 8nsi0209:02AM >>> b2 bR

Good morning: Attached is a communication mnart was sent to you on August 1, 2002, requesting your
assistance in obtaining information regarding the Patriot Act in response to a request from Senators
Feinstein, Leahy and Kyl for a briefing of their staffers. In particular, the questions posed are how many
times have we have used the tools provided by the Patriot Act and if the tools need refinement/tweaking
(the tools are listed in the attachment). The briefing is scheduled for August 20. We requested
responses by August 14, 2002, so as to give us adequate time to prepare. As of today we have not
received responses from you. | know you are extremely busy but it is imperative that we obtain
information to respond to the 2 questions posed by the Senators. Congress has specifically requested
this information and it is important that we be as comprehensive and accurate as possible in our
response. Plus, this is an opportunity to attempt to obtain revisions, if necessary, to better the tools. - We
need to provide them with statistics and examples to accomplish this.

Please respond to this request by COB tomorrow. Thank you.: b8 bIC

SECRET | o2

b7




| |- Patriot‘Act response

" Page 1

ALL INFORMATTON COMTATMNED
HEREIM I8 UNCLASSIFIED
DATE i-19 005 BY 6517 2DMH/ LB/ CHWC

\

~ "7
05-Cv-0845 bic
From:
To:
Date: a8/15/02 5:1/PM
Subject: Patriot Act response

1) NSD-2 is using the increased NSL authority to obtain and identify subscribers of phone numbers in
touch with our FFI subjects this is a great enhancement of our FC! cases; we have not had occasion to
use 202, 203 208, 207,209, 210, 211, 212, 213, 214, 217, 218, 219, 220. For 216 we have trap/trace

authority now on of i
is that we can only]
I:I For We nave Not yel come across a need jor 1L, anhiougn one 0f Our current cases may

be our first attempt to use it (separately | sent you a question which will impact our decision to use i, so it
may be an issue for others---i.e. the security of using it.)

2) it seems that basic investigation such as obtaining business records, which can be done with admin
subpoenas in criminal cases, is made unnecessarily cumbersome when requiring a probable cause FISA
standard for CI/CT basic investigation. Not only that, but making the request something other than an
administrative subpoena; only heightens its profile to the receiving company, who then knows that it is not
a routine criminal investigation.

PDis your first name misspelled in e-mail addresszar in LA directory I:I




[Fwd: ReT PATRIOT ACT FEEDBACK

“Page 1

jols)
bIC

Fro....

To:

Date: 8/15/02 6:20PM

Subject: Fwd: Re: PATRIOT ACT FEEDBACK

1) How are we using the tools provided by the Patriot Act?

DATE 12-18-F005 BY 65178/ 0MH/LE/SCWC
bh
2) Do these tools require further refinement/tweaking and how?
b3

b6
Otfice b7C
Pager
Nextel




ALL THFOEMATTON CONTATNED

| | Patriot Act Feedback ~ Page 1
HEREIN IE UNCLASGIFIED

DATE 12-1%-Z2005 BY &517%/DMU/LE/CHC

From:
b6 To:
70 Date: 8/15/02 7:39PM
"7 Subject: Patriot Act Feedback

[ 1

b2
b7E N
b5 We have not have used any of the other provisions of the Act.
If you need more, or clarification...let me knOD 213
: b7C




Palriot Act Response T T Page 1

ALL INFORMATION CONTAINED b6

HEREIN I8 UNCLASEIFIED L7C

DATE 12-19-2005 BY S5179%7DMH/LE/SCWC From:
To:
Date: B/15/02 8:51PM"~
Subject: Patriot Act Response

Section 210 updated section 2703(c) and expanded the narrow list of records that we could obtain with a
subpoena. The new subsection 2703(c)(2) includes "records of session times and durations,” as well as
"any temporarily assigned network address.” In the Internet context, such records include the Internet
Protocol (IP) address assigned by the provider to the customer or subscriber for a particular session, as
weil as the remote IP address from which a customer connects to the provider. This capability has greatly
increase our ability to rapidly identify computer criminals and trace their Internet connections.

The section aiso clarifies the we can use a subpoena to obtain the "means and source of payment” that a
customer uses to pay for his or her account with a communications provider, "including any credit card or
bank account number." This had been a problem in the past and is particularly vaiuable in identifying the
users of Internet services where a company does not verify its users' biographical information.

Thanks,

(voice)
(fax) 5
. (mobile)

(pager) bé




| patriot-act feedback ; " w:”':"i'Page 1 Jl

e DATE: 12-14-20805
AL TNFORMATTICON COMTAINED . "~ SE ET CLAZEIFIED BY 65179 DMH/LB/CWC
EEREIMN IS UNCLASSIFIED EXCEPT B0 . REAZCH: 1.4 (T 05-Ccv-0845)
WHERE SHOWN OTHERWISE From: DECLASSIFY OM: 1Z2-~14~Z030

To:

Date: 8/15/02 7:44PM

Subject: patriot act feedback

1

o} | I'sent the info to] |
’ € did not use any of the provisions in Counterinteliigence cases. I'd like more info regarding the Title |: S :|

b6 50 changes or enhancements for future reference. Couldn't find any documentation here.

B Please call if you need more information or clarification.

’

SEZRET




]

FROM

ALL THEORMATION CONTATMNED
HEREIN I8 UMCLASSIFIED EXCEERET
WHERE ZHOQWN OQTHEERWILIGE

To:

Re:

SEIXE:ET A M.

DATE:
CLAZE

REAZSOM: 1.4 (C
WECTABEIEY ON:

anc|

fug. 15 2@@2 B4:3PM P2

12-138-2005

IFIED BY ©5179% DMHE/LD/CWC
05-C—06845)

12-19-2030

SSA]

b6

b7C

Routing Slip and attachment caced 8/13/03

g

{15

(3]

SPERET



EE of 2 - . FAX NO. @ Aug. 16 28@2 12:37PM P2
N e 1wt e B I S Fage 1g
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9-2005

D BY 85173/ DME/ LR/ CHC L ATT, THRORMATTON CONTATHED
REJ PoLed ey b7C HEREIN I§ UMCLASSIFIED EXCEST
DECLASSLEY OW: 12-13-2030, Fram: WHERE SHOWN OTHERWISE
To:

1 Date: - Thu, Aug 15,2002 7:03 PM
- : Patriot Act
ke
BiC . S
. (5]
L7E



FROM . SE%T FAX NO. Aug. 16 2002 12:37PM P3
o)

bIE
Investigative tools under Title 2 of the Patriot Act.

2) Enhanced Surveillance Procedures, Section 203(d), Authonty to share criminal investigative
information (50 U.S.C §401a)

e

b2

b7E

This is the first time the Patriot Act has been used in an investigation oDnd time will be
needed to evaluate the results of the Act.

52

-

b7



FROM : SEE:EET FRX rle. : Aug. 15 2002 ©4:39PM P3

b2 b2E| llesponses to Patriot Act Questionnaire

g1

bl

b7E

SE




S E %T | |Re: Request for Assistance from the CDCs kF’:age 1

L2 LIE

be From:

ATT, THFORMATTON CONTATHED [S1e To:

HERETN T8 UNCLAZSTFIED EXC . Date: 8/15/02 12:15PM

8 UHCLABE KCEFT Sublect: R for Assist § the CDC

WHEEE SHOWN OTHIRWISE . ubject: Re: Request for Assistance from the 3 |
b1 105y
b2

b7E | |

DATE: 12-19-2005 >m3/1511;02;\m 55> ,
CLASSIFIED BY 65179DMH/LE/CWC b6 Good morning: Aftached is 2 communication that was sent to you on August 1, 2002, requesting your

REABON: 1.4 (C) ‘ assistance in obtaining information regarding the Patriot Act in response to a request from Senators

DECLAEEIEY ON: 12-19-2030 b7C  Feinstein, Leahy and Kyl for a briefing of their staffers. In particular, the questions posed are how many
times have we have used the tools provided by the Patriot Act and if the tools need refinement/tweaking
(the tools are listed in the attachment). The briefing is scheduled for August 20. We requested
responses by August 14, 2002, so as to give us adequate time to prepare. As of today we have not
received responses from you. | know you are extremely busy but it is imperative that we obtain
information to respond to the 2 questions posed by the Senators. Congress has specifically requested
this information and it is important that we be as comprehensive and accurate as possible in our
response. Plus, this is an opportunity to attempt to obtain revisions, if necessary, to better the tools. We
need to provide them with statistics and examples to accomplish this.

Please respond to this request by COB tomorrow. Thank you. D

cc: - | b6
B7c




Re Patriot Act tools

be b2
B7C L
From: b7E
To:
Date: 8/1/02 10:58AM
Subject: Re Patriot Act tools

Regarding #11 on your list canvassing on use of the Patriot Act tools, which allows us to get a court
order for certain business records for foreign intelligence purposes, | had tried to check a couple weeks
ago if NSLU or OGC had produced a sample court order (kind of like they did with the NSL letters), but
couldn't find one. It looks like the new provision allows us to go to certain Magistrate judges to obtain this
order, but I'm not sure if authority has been delegated to SACs- | guess if SACs don't have the authority to
seek this kind of court order, than the field doesn't need a sample. This is just a question and doesn't
involve any tweaking of the provision. Thanks! :

ALL ITNFORMATITON COMNTATHNED
HEREIM T2 UNCLASSIFIED
DATE 18~19-2005 BY A5179/DMHSLESCHC




| |- Re: Message to all CDCs/ADCs

Lo
From: L7C
To:
Date: 8/14/02 7:00PM
Subject: Re: Message to all CDCs/ADCs
b2 ) )
survey produced negative resuits.
biE
b6
bIC >3 8/01 8:06 AM >>> s
| |-: Please forward the attached to all CDCs/ADCs. Thanks.:I 2P

wic
ALT, TNFORMATTON CONTATMED
HERETM I8 UHCLAESIFIED:
DATE 12-1%2-2005 BY 6£5172/DMH/LP/CWC QE-Cv-0ad5



| |Re"Request for Assistance from the CDCs ' Page i

)
. ALL INFORMATION COHNTALINED
From: HEREIN IS UNCLASSIFIED
To: bo DATE 12-19-2005 BY 65179/ DHH/LE/CHC 05 -Cy- 0845
Date: ... 8/16/02 5.48PM ’

Subject: ©'~  Re:‘Request for Assistance from the CDCs

| I:DCI Iasked me to reply to your email today. After speaking with supervisors

and agents assigned to our three terrorism squads in Newark, it seems that the PATRIOT Act has had
»e only a light impact on terrarism investigations here.

L7E

b7C  agents have found the following to be beneficial:

o1

Other than these benefits, agents have not experienced any difference in the way they are conducting
investigationsl |

ol
)
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¢ S
be l | Re? Request for Assistance from the CDCs 7 Page?2|

biC

ALL INFORMATIOH COMTATHED
HEREIN I8 UNCLASSIFIED
DATE 12-1%-2005 BY 65179 DMH/LE/CHC OBCY-0845

If you need any further informaticn, or if { can help in any way, et me know.

2% Thanks
anc] |

hé >>’:08/15 12:02 PM >>>

) Good morning: Attached is a communication that was sent to you on August 1, 2002, requesting your

b7 assistance in obtaining information regarding the Patriot Act in response to a request from Senators

. Feinstein, Leahy and Kyl for a briefing of their staffers. In particular, the questions posed are how many
times have we have used the tools provided by the Patriot Act and if the tools need refinement/tweaking
(the tools are listed in the attachment). The briefing is scheduled for August 20. We requested
responses by August 14, 2002, so as to give us adequate time to prepare. As of today we have not
received responses from you. | know you are extremely busy but it is imperative that we obtain
information to respond to the 2 questions posed by the Senators. Congress has specifically requested
this information and it is important that we be as comprehensive and accurate-as possible in our
response. Plus, this is an opportunity to attempt to obtain revisions, if necessary, to better the tools. We
need to provide them with statistics and examples to accomplish this.

Please respond to this request by COB tomorrow. Thank you.:

CcC: b6




/ .
EE[:E‘K| | Re” Request for Assistance from the CDCs T T page 1

be b2
b7C .
DATE: 12-1%-2005 From: b7E
CLASSIFIED BY 65179 DMH/LE/CWC To:
REAZON: 1.4 (C 05-Cv-0845)  pate: 8/15/02 5:46PM
DECLASSIEY ON: 12-19-2030 Subject: Re: Request for Assistance from the CDCs
bl |: S :l
b2 ’
biE

AT, THEORMATTON CONTATHED
HEREIN I§ UNCLASSIFIED EXCEET . s
WEERE SHOWN OTHERWISE . b6 | |: S :I

b7C >>4_—'_|08115 12:02 PM >>> b6 p7C
Good morning: Attached is a communication that was sent to you on August 1, 2002, requesting your
assistance in obtaining information regarding the Patriot Act in response to a request from Senators
-Feinstein, Leahy and Kyl for a briefing of their staffers. In particular, the guestions posed are how many
times have we have used the tools provided by the Patriot Act and if the tools need refinement/tweaking
(the tools are listed in the attachment). The briefing is scheduled for August 20. We requested
responses by August 14, 2002, so as to give us adequate time to prepare. As of today we have not
received responses from you. | know you are extremely busy but it is imperative that we obtain
information to respond to the 2 questions posed by the Senators. Congress has specifically requested
this information and it is important that we be as comprehensive and accurate as possible in our
response. Plus, this is an opportunity to attempt to obtain revisions, if necessary. to better the tools. We
need to provide them with statistics and examples {o accomplish this.

Please respond to this request by COB tomorrow.  Thank you: bo BC

SECRET



5 E Dw-l [ Patriot Act ' T ~ " TPaget |

b6
DATE: 12-19-2005 B b2
CLASSIFIED BY 65179 DMH/LE/CHC biC
REASOH: 1.4 (O R From: b7%:
DECLASSIFY 12-19-2030 To:
Date: 8/15/02 2:50PM
Subject: Patriot Act

You're right. We are busy. | hope this is what you needed.

ALL THEORMATION CONTATMED : bt b/C
HEREIN I8 UNCLAZEIFIELD EXCEERT

WHERE SHOWN OTHERWIEE Part 2: Enhanced Surveillance Procedures, Section 203(d), Authority to share criminal investigative
information {50 U.S.C. Section 401a):

investigators iI_ |have benefited from this section during the 02
investigation of a 288B case. Previously, we would not have been permitted to share intelligence bTE
information gathered during the course of the 2888 investigation. Similary, we would not have received —~
the benefit from Grand Jury information obtained from the criminal side of the house. This prohibition
would have severely hampered our ability to investigate both the intelligence and criminal cases on our
subject in this very complex case.

We also would have had much more difficulty in obtaining computers from our subject's potential
victims because of the prohibition against information sharing. Due to the recent changes, however, we
were able to share information with other Federal law enforcement, intelligence, immigration, national
defense and national security officials who can help us in accomplishing our goals.

Part 6: Enhanced Surveillance Procedures, Section 210, Scope of Subpoenas for Electronic Evidence
(18 U.S.C. 2703(c)(2):

{151

bl
b2

Part 7. Enhance Surveillance Procdures, Section 211, Clarifying the Scope of the Cable Act (47 US. C b7E
551,18 U.S.C. 2510, 18 U S.C. 2701, and 18 U.S.C. 3121):

15

b2

Bl

b7E



ALL INFORMATION CONTATNED

EEREIM I8 UNCLABEIFIED EXCEDRT
WHERE SHCOWN CTHERWIZE

DATE: 12-19-2005
CLABSTIFIED BY &L179/DMH/ LB/ CWHC
REAZCH: 1.4 (C)
DECTASETFY OM: 12-19-2030
b1
b7E

b2

FafriotAct b6

‘»Page 2.

L7C

Part 11: Enhanced Surveillance Praocedures, Section 215, Access to Records and other items under the

FISA (50 U.S.C. 1861):




_ E—
SE}%ET | [EDC Request re Patriot Act Enhancements ~Page 1|

b2
e bIE
L7 From:
To: ALL THFORMATTON CONTATHED
DATE: 12-19-2Z005 Date: 8/19/02 2:53PM HEREIN IZ UMCLASSIFIED EXCEPRT
CLASSIFIED BY 60179 DMH/LE/SCWC Subject: CDC Request re Patriot Act Enhancements WH=REE BHUWN QUHERWIEE

REASCH: 1.4 (0)
DECLASSIFY ON: 12-19-2030 |:|

| returned today after a prolonged absence. Here is a brief narrative response as to what provisions have
been used in some manner since the passage of the Act. If not listed, the provision has not been
employed yet, to my knowledge. This is less than precise, but it's something.

Section 203(d) {sharing of info]. We have an active JTTF, which includes representatives of INS and
Customs, and this provision has facilitated the approriate sharing of info.

Section 210 [scope of subpoenas for electronic evidence}: Cur GJ subpoenés commonly incorporate the
new language, and it is of course especially relevant when they are directed to 1SPs.

Section 213 [deiayed notice of execution of SW]l N |

131

b5 Section 214 |:E:I b1l b2 b7E

Section 216 ([title 18 pens]: We have drafted many of the pens. including pens directed to I1SPs, and have
incorporated the revisions. Helpful.

As some of our international and domestic case develop, 1 fully expechm make use of the other b2
" provisions.

I

b7C

R7E



SECRAT (———

DATE: 12-19-2005

CLASSIFIED BY 65179 DMH /LE/CWC
REASON: 1.4 (C)

DECLASEIFY ON: 12-19-2030

Bl

&)
)

7=

joN]

|Patrict At ——————— ~Page 1|
b6
B7C b2

From: brE

To:

Date: 8/19/02 11:08AM

Subject: Patriot Act

D Sorry for the late response (everyone seems to be on vacation, including me). Anyway, nothing
of note here regarding investigative tools under the Patriot Act.

1. We are now seeking a FISA using the extended duration from Section 207. The agents feel the new
time limits are a big help.

Hope this helps.

bé

b7C

ALL THFORMATTON CONTATMNED

HEREIN

WHERE

I8 UHCLAZBIFIED EXCEPRT
ZHO0WN QTHERWISE

SEXEET



|—|LPatrlot Act . T " TPage 1
NETE: 12-19-2005
CLASSIFIED BY @51T9DMH/LP/CHC EE ’ET
REAZCH: 1.4 () be

b2
CLASSIEY ON: -19-203 b7
DECLASSIFY ON: 12-19-2030 From: /0 ATT, TNFORMATION COMTATHED
To: HEREIM I8 UNCLAERIFIED EXCEDT
Date: 8/15/02 3.04PM WHERE BHOWH OTHERWIEE
Subject: Patriot Act

w2 p7E The following isI: response to the duestions posed in your August 1, 2002 request for information:

1) How are we using the tools provided by the Patriot Act?

bl

lia

b7E

2) Do these tools require further refinement/tweaking and how?
b

:Idoes not have any suggestions on refinement or tweaking of the Patriot Act. b7

ALL IMEFORMATION CONTATMED
HEREIN I8 UNCLASEIFIED EXCERT

WHEEREE Z2HOWN QTHERWISE



Page 1

| Re: Request for Assistance from the CDCs
45 7 )

|45

DATE: 12-19-2005
CLASSIFIED BY 65178DMH /LBP/CWC 05-CV-084 bE
6 R
REASON: 1.4 () b2
DECTASETFY ON: 12-13-2030 b7C LR
From: : o
, To: ALT TNFORMATION CONTATNED
' Date: 8/15/02 12:26PM HEREIM IS UNCLASSIFIED EXCEPRPT
Subject: Re: Request for Assistance from the CDCs WEERE SHUWN UTHERWLSE
bl
L2
b6
b7C
=)

" Good morning: Aftached is a communication that was sent o you on August 1, 2002, requesting your

assistance in obtaining information regarding the Patriot Act in response to a request from Senators
Feinstein, Leahy and Kyl for a briefing of their staffers. In particular, the questions posed are how many
times have we have used the tools provided by the Patriot Act and if the tools need refinement/tweaking
(the tools are listed in the attachment). The briefing is scheduled for August 20. We requested
responses by August 14, 2002, so as to give us adequate time to prepare. As of today we have not
received responses from you. | know you are extremely busy but it is imperative that we obtain
information to respond to the 2 questions posed by the Senators. Congress has specifically. requested
this information and it is important that we be as comprehensive and accurate as possible in our
respanse. Plus, this is an opportunity to attempt to cbtain revisions, if necessary, to better the toals. We
need to provide them with statistics and examples to accomplish this.

Please respond to this request by COB tomorrow. Thank you.

SERRET

bé&

b7e



rRe: Fwd: Message fo all CDCs/ADCs - T Page 1

Do

ATT, THFORMATTON CONTATNED
HEREIN I8 UMCLAZZIFIED jsie

DATE 12-1%-E2005 BY B517%/DMH LP/CWC b2

From: b7E
To:
Date: 8/9/02 9:20AM
Subject: Re: Fwd: Message to all CDCs/ADCs
After querying all agents, | have (incredibly) no use to report.

e : ’

. >>=| I>8/01 9:10 AM >>> )

/e Please see attached message from UC:Please respond directly toE

;l'hank you. ‘
e
*
J .



Lr3

Patriot Act use ...

" Page 1

bé
b7C
From:
To:
Date: 8/9/02 1:23PM
Subject: Patriot Act use ...

| originally reported tha{:wd no input. Well, that changed. Here it is:

'Iiﬂﬁ
12

Section 207
b1 Section 214I
L2
L7E Sectinn 218 I
b1
bLTE

b7C
ALL THEORMATTION CONTATHED
CHEREIM IZ UNCLAZEIFIED EXCERT
WHEFEE SA0WN OTHERWISE

SEREET

DATE: 12-1%-2005

CLASSIFIED BY 65179 DMH/LE/SCHC
REASON: 1.4 (C O5—-Cw-01845)
DECLASEIFY ON: 12-19%-Z030




[ Patriot Act Provisions

) 6
ATLT, TNFORMATTON CONTATHED b6 From:
HEREIMN I8 UNCLASSIFIED b7C Te:
DATE 12-19-2005 BY £517% DMHSLP/SCWC Da;‘.e' 8/19/02 11-14AM
Subject: Patriot Act Provisions

1]

A quick canvass of our squad shows that we have used-or considered use of the following Sections of the
Patriot Act as listed in your recent query. )
#_ Section

2) 203(d)

6) 210

7) 211

13) 217

16) 220

I left a message with AUSA| Iand will update this response if new information is obtained.
bé



d o e -
| [USA Patriot Act . PEGET
52
b6
. b7E
DATE: 12-19-2005 b7C
CLAZSIFIED BY ©£5179 DMH/ LB/ CWC Frorm:
REAZOM: 1.4 () To: )
DECLASEIFY OM: 12-15-2030 Date: 8/16/02 4:31PM S
Subiect: LISA Patriot Act
bl
b2
b6
B7C
b7E
cc: ATT, THFORMATTON )
LT T, THFARM, W CONTATHED
HEREIN 15 UNCLASSIFIED EXCEPT
WHEERE SHOWN OTHERWISE
.

SEZRET-




Investigative tools under the Patriot Act

b6 b2
bix
s
From: b
To:
Date: B/12/02 6.38PM
Subject: Investigative tools under the Patriot Act

‘ v ool

R ’ Section 218]

DATE: 12-19-2005
CLASSIFIED BY G5179 DMH/LE/CHC
REASOM: 1.4 (C)
ALL INFORMATIOM CONTATINED . DECLASSIFY OMW: 12-19-2030
HERZIN IS UNCLASSIFIED EXCEDT
WHERE EHOWN OTHERWIEE

i

SEQEET




Re: Request for Assistance from the CDCs

AT TMEORMATTION CONTATNEDR
HEREIN I8 UMCLAZEIFIED
DATE 12-1%

bt

b7

05 BY &5179DMH/LB/CHC

b6
bhic b2
~ From: b7E
To:
Date: 8/16/02 12:35FPM
Subject: Re: Request for Assistance from the CDCs
&y apalogies for not responding sooner, b f town and this week we've had some
Congressional staffers here (including form But to answer your questions on the

Patriot Act, there are areas that we have used extensively in San Diego and have had a positive impact
on our ability to work CT cases.

Section 203(d) allows for information sharing in counter terrorism cases. - We have a Joint Terrorism
Task Force and other close direct contacts with various intelligence agencies and state law enforcement
organizations that could not operate without close coordination between the officers and agents of these
various groups.

Section 207 has been helpful in extending the time to conduct FISA surveillance.

Section 505 provided for the delegation of National Security Letters authorization to the SAC level. This
has been used extensively in San Diego. :

>>:bﬂ/1 5/02 09:02AM >>>

Good morning: Attached is a communication that was sent to you on August 1, 2002, requesting your
assistance in obtaining information regarding the Patriot Act in response to a request from Senators
Feinstein, Leahy and Kyt for a briefing of their staffers. in particular, the questions posed are how many
times have we have used the tools provided by the Patriot Act and if the tools need refinement/tweaking
{the tools are listed in the attachment). The briefing is scheduled for August 20. We requested
responses by August 14, 2002, so as to give us adequate time to prepare. As of today we have not
received responses from you. | know you are extremely busy but it is imperative that we obtain
information to respond to the 2 questions posed by the Senators. Congress has specifically requested
this information and.it is important that we be as comprehensive and accurate as possibie in our
response. Plus, this is an oppartunity to attempt to obtain revisions, if necessary, to better the tools. We
need to provide them with statistics and examples to accomplish this.

Please respond to this request by COB tomorrow. Thank you: b6

. L7



‘ =F Ff 1
| |Patnot Act N P age 1 fi

e bz
b6
ALT, THFORMATTON CONTATHED B7e : bR
HEREIN I§ UMCLASSIFIED EXCEDT From: DATE: 12-10 2005
WHERE SHOWN OTHERWISE To: CLASSIFIZD EY 65179 DNH LB/CWC
Date: BTTE02 232P M O
- . J RE PP I () - e b
Subject: Patriot Act b

| am apologize, this response is late. 1did not get much in the way of a response from the request
I sent out to my supervisors. -

fis)

bl
b2

B7E

Tam SOITy 1 Jont MK s was partcuanty nefprar,

1.

SEQEET




. -]
E i iET b6 - ReT Request for Assistance from the CDCs ~ Paget
b7
k2
ATLT, TNFORMATTOM COMTATNED -
HEREIN I§ UNCLASSIFIED EXCERT From: OTE
WHERE SHOWM OTHERWISE To:
Date: 8/16/02 3:23PM
Subject: Re: Request for Assistance from the CDCs

bl
b2

ja il

DATE: 12-1%9-2005
CLAZSTIETED BY &517% DMH/LESCWC
REABON: 1.4 {

DECLAESIFEY

12-19-2030

05-CW-0845)

o
v

=

>>| p8/15 1:02 PM >>> .

Good morning: Attached is a communication that was sent to you on August 1, 2002, requesting your
assistance in obtaining information regarding the Patriot Act in response to a request from Senators
Feinstein, Leahy and Kyl for a briefing of their staffers. In particular, the questions posed are how many
times have we have used the tools provided by the Patriot Act and if the tools need refinement/tweaking
(the tools are listed in the attachment). The briefing is scheduled for August 20. We requested
responses by August 14, 2002, so as to give us adequate time to prepare. As of today we have not
received responses from you. 1 know you are extremely busy but it is imperative that we obtain
information to respond to the 2 questions posed by the Senators. Congress has specifically requested
this information and it is important that we be as comprehensive and accurate as possibie in our
response. Plus, this is an opportunity to attempt to obtain revisions, if necessary, 1o better the tools. We
need to provide them with statistics and examples to accomplish this.

Please respond to this request by COB tomorrow. Thank youE



I Re: Request for Assistanice from the CDCs “Page 1]

SE&%T

DATE: 12-19-2005

CLASSIFIED BY A5179 DMHES LB/ CHC
REAZON: 1.4 ()

DECLASSIFY ON: 12-19-2030 bl

. b2
ALL INFORMATION CCOMTATNED

HERETH I8 UNCLASRIFIED EXCERT bL7E
WHERE SHOWH CTHERWISE

b2

k7=
From:
To:
Date: 8/19/02 8:40PM
Subject: Re: Request for Assistance from the CDCs

Ok, although I'd like to have gotten you something a little more polished, in the interest of giving you
something here goes: :

(3}

bl
b2
e 18]
b5
bs
b7C

Sorry for not getting this to you sooner.

| still want to touch base re my upcoming meeting with the:rll try you later (fair warning)Abe

. b7C
Thanks, G

>>1m8/1 59:02 AM >>>
Good morning: ached is a communication that was sent to you on August 1, 2002, requesting your

assistance in obtaining information regarding the Patriot Act in response to a request from Senators
Feinstein, Leahy and Kyl for a briefing of their staffers. In particutar, the questions posed are how many
times have we have used the tools provided by the Patriot Act and if the tools need refinement/tweaking
(the tools are listed in the attachment). The briefing is scheduled for August 20. We requested
responses by August 14, 2002, so as to give us adequate time to prepare. As of today we have not
received responses from you. 1 know you are extremely busy but it is imperative that we obtain
information to respond to the 2 questions posed by the Senators. Congress has specifically requested
this information and it is important that we be as comprehensive and accurate as possible in our
response. Plus, this is an opportunity to attempt to obtain revisions, if necessary, to better the tools. We
need to provide them with statistics and exampies to accomplish this.

Please respond to this request by COB tomorrow. Thank you:

SE



ALL INFORMATION COMTAINED
HEREIHM If UNCLASSIFIED
DATE 12-19-2005 BY £5179 DMH/ LD/ CWC

R7C

- Re” Requesi for Assistance from the CDCs . Page 1
b2
b6 ;
b7E
b7C
Fron..
To:
Date: 8/19/02 9:15AM
Subject: Re: Request for Assistance from the CDCs
I'was out of the division last week. Recently retired| Iareviously sent out this
request to applicable supervisars, but | did not receive any responses before 1 left. | have resubmitted it
and will send you any positive information [ receive. Thanks.
> o5 12:02PM >>>
Good morning: Attached is a communication that was sent to you on August 1, 2002, requesting your
assistance in obtaining information regarding the Patriot Act in response to a request from Senators bé&
Feinstein, Leahy and Kyl for a briefing of their staffers. In particular, the questions pased are how many o
times have we have used the tocis provided by the Patriot Act and if the tools need refinement/tweaking . biC

(the tools are listed in the attachment). The briefing is scheduled for August 20. We requested
responses by August 14, 2002, so as to give us adequate time to prepare. As of today we have not
received responses from you. | know you are extremely busy but it is imperative that we obtain
information to respond to the 2 questions posed by the Senatars. Congress has specifically requested
this information and it is important that we be as comprehensive and accurate as possible in our
response. Plus, this is an opportunity to attempt to obtain revisions, if necessary, to better the tools. We
need to provide them with statistics and examples to accomplish this.

Please respond to this request by COB tomorrow. Thank you:




|Use of Patriot Act

Page 1

SEGRET

/ biC

ALL INFORMATION CONTAINED
HEREIM IS UNCLASSIFIED EXCEERT
WHERE GSHOWM OTHERWISE

From:
To:
Date:

8/15/02 12:29PM

Subject: Use of Patriot Act

S

T

b2
k7=

DATE: 12-18-Z00%

CLAZSIFIED BY E£5170 DMH/LEP/CWC
FEAZOM: 1.4 )
DECLASSIRY ON: 12-19-2030

Here's what | have come up with. There's probably mare, but these are the responses byc
received.

Hl

SECHET

This/is%ave for nowE




| !Fwd:,Re: [ssues for the Director's upcoming testimony ) P»évge”i

b5
AT, THFORMATION CONTATNED From: B7C
HEREIN I& UNCLAZETIEIED To:
DATE 12-19-Z005 BY &517% DMH/LF CWC  Date: 871702 5.28PM
Subject: - Fwd: Re: Issues for the Director's upcoming testimony

[ 1

These were my comments in June and little has changed.

b5 | ssAl ] |
b7 Privileged and Confidential
B7E : ’

cc: |




["Re" [ssues for the Director's upcoming testimony " Page 2“'

ALL THEORMATION CONTATNED
HEREIN T§ UMNCLAZEIFIED
DATE 12-1%-2005 BY B517% DHM/LP/CHC

ke

b2

| know you have busy schedules. | apologize for such short notice. | have a few questions that | would
like to put to you. Perhaps, you can answer them. Please send your replies to me, so that | do not
burderﬁlany further. We have to prepare the briefing book for the Director before week's end.

#1. Are you aware of any terrorist events that the FBI has thwarted? Please provide examples.
#2. Are you aware of any terrorist investigations that were hampered by the old Attorney General

Guidelines (i.e., not being able to enter piaces of worship; or, political impediments). Please provide
examples. -

| appreciate any help you may provide. Thank you.

If you can answer the following questions, please reply lo:Iat OPCA.

#1. Which aspects of the Patriot Act need tweaking?

#2. Provide specific detail and statistics as to how the Patriot Act has been used (e.g., 'number_of
wiretaps, searches, etc.).

Thank you. B2
b
bL7C

CC:




- T sac
Fwd: Re: PATRIOT ACT FEEDBACK ~ Page!
ATT, THNFORMATTON COMTATHED ~ -
HEREIN I8 UNCLABSIFIED 06
DATE 12-13-2005 BY 65179 DHMH/LESCWC 490
1 1
To:
Date: 8/19/02 12:42PM
_ Subject: Fwd: Re: PATRIOT ACT FEEDBACK

I

We have provided training on the Patriot Act to Supervisors and Agents. As you know, there are some
Agents who when given the opportunity will always complaint about something. - We also have additional
training coming up on aspects of the Patriot Act but we are still waiting on the final version of the of policy
that is undergoing review by NSLU and OIPR. (Sharing of FISA and Grand Jury information).

I

bTE

>> 8/19/02 05:31AM >>> :
b6 Thanks for all the extra input you were able to obtain. It is extremely helpful.
b/C Just 2 note - | am a little concemed that there may be agents in LA that believe the Patriot Act has not yet

been implemented (see forwarded e-mail). Both ILU and NSLU sent out ECs providing guidance on the
Patriot Act (see attached) and | know the CDCs have been using the materials OGC provided you at the

CDC Conference in January for guidance and training. Plea to re-circulate the attached ECs If
you think it may be beneficial. Thanks again for all your help

be >>>
FY1

8/16/02 09:36PM >>> .

U

LI
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o __Page i
ALL TMPORYIATION CONTATHED DATE: 12-19-2005
HEREIN I% UMCLAZSIFIED EXCERT ' CLAESIFIED BY 65179DMH/LD/CHC
WHERE BHOWN OTHERWISE REASOM: 1.4 (r 05-Cv-0845)
’ . DECLASEIEY ON: 12-19-2030
b6 From:
To:
7C Date: 8/8/02 2:23PM
Subject: Staff Brief re: Patriot Act
Thanks for the information.
Also --- this may be obvious, but: please note specifically in your e-mail that this is an important matter,
that Congress has specifically requested this information, & that it's important that we be as
comprehensive & as accurate as possible in our response. .
Thanks. . ' .
>>I IJB/OB/OZ 02:11PM >>> |; S :I
bl
k2
(5]
eI g
L7

el

ﬂ responses have addressed tweaking the act. | will send a reminder e-mail out tomorrow.
b6

B7C
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b6 . .
DATE: 12-08-2005

bIC CLASSIFIED BY 65179DMHSLEScpb
REASON: 1.4 ()
DECLASSIFY ON: 12-08-2030

(OGC) (FBI) CA# 05-CV-0845
From: | |Divos) (FBI) | HERETN 15 DVCIASGELTED
Sent:  Tuesday, May 18, 2004 2:03 PM ’ SOSN8
To: Div00) (FBI); BOWMAN, MARION E. (Div09) (FBI) b6
v Div09) (FBI) bIC
Cc: | |Divo0) (FBI) (
Subject: RE: Statistics re USA PATRIOT Act provisions
. ALL THEORMATION CONTATIMED
UNCLASSIFIED ' WHERE SHOWN DOHERWISE
NON-RECORD :
b6
I:I | can provide you the results from the field survey that OGC conducted, however, | can also guarantee that n7c
these are not entirely accurate numbers. The field survey was voluntary, and the leve! of detail provided varied
between the field offices. Furthermore, since then | have been advised that some HQ divisions have been
utilizing various Patriot Act tools, and | did not receive any contributions from any HQ division on thlS survey, so
their use is not included in any numbers that | have.
. The field offices reported the following: P |: bl
) b2
Section 206 - Rov ISA arde rdl;lumes
Section 215 - Use mes itional orders currently in approval process © bIE
- Section 213 - Delayed Notice for Search Warrants - This is not a sunset provision, so we did not seek field input
on this specific provision at this time.
Also - as you are aware, field offices collect statistics on their accomplishments (i.e. search warrants executed). |
believe that Finance Division maintains, compiles, and reports these statistics. They may have more accurate
field wide numbers.
| hope this is helpful.
| | b2
Assistant General Counsel b6
Investigative Law Unit
Qffice of the General Counsel b7C
----- Original Message-----
From: I(DivOO) (FBI)
Sent: Tuesday, May 18, 2004 1:41 PM
To: BOWMAN, MARION E. (Div09) (FBD)] |(Div09) (FBI)j
D|v09) (FBI); |Div09) (FBI)
Cc Div00) (FBI) ' b6
Subject: Statistics re USA PATRIOT Act provisions b7C

Importance: High

UNCLASSIFIED
NON-RECORD

In anticipatidn of the Director's scheduled appearance before the-Senate Judiciary Committee this
Thursday, May 20th, we are trying to confirm the number of times we have used Delayed Notice (so-called

“Sneak and Peek") Warrants, FISA Roving Wiretaps, and FISA Orders for Tangible Things (i.e., so-called -

SECKET
6/9/2005




~3Message . S}(EET | Page 2 of 2

Section 215 Orders), since passage of the USA PATRIOT Act.

| realize there are several potential complications with compiling such numbers (e.g., Delayed Notice
Warrants used in traditional criminal cases, classification issues re 215 Orders, etc.). Nevertheless, if any
of you could provide some input on this, it would be very helpful. We can almost guarantee the Director
will be asked about the numbers when he testifies.

Is DOJ compiling numbers? |s there anyone at OLP or OIPR who may know?

Thanks,

Office of Congressional Affairs b2

[ | bs

L7C

UNCLASSIFIED

UNCLASSIFIED

6/9/2005




P Message Page 1 of 1
) bé T DECLASBIFIED BY G517% DMHSCLE
o 09-08-2005
b7C
CA# 05-CV-0845
| KOGC) (FBI)
From: | [OGC) (FBI)
Sent:  Friday, July 16, 2004 2:26 PM ‘ ' b6
To: KELLEY, PATRICK W. (OGC) (FBI); BOWMAN, MARION E. (OGC) (FBI) I
Cc: Caproni, Valerie E. (OGC) (FB!);l [OGC) (FBI)

Subject: FW: Sunset provisions - Examples

RECORD 66F- HQ C1 364260

Pat: This is the final compilation of OGC-gathered examples and comments on the provisions of the Patriot Act
that will sunset in Dec 2005 unless they are made permanent. This was collected for a variety of reasons--mainly b2
for DOJ/OLP and it contributed to the report DOJ issued the other day. Now, OCA needs it and heeds it b6

l is the point person on that) to respond to Sen Feinstein's inquiries. | need to send it tq] |

n OCA and who will put it into the format they want. Before | do | am sending it to you for official blessing with & b7C
copy to Spike who said he would look to see ifC___ Fewrite (she took out names, places, etc from the case
summaries she recieved) would allow us to declassify it.

[ ]

----- Orjginal Message-----

From: 0GC) (FBI)

Sent: Friday, July 16, 2004 1:41 PM b6
To: (OGC) (FBI)

Subject: Sunset provisions - Examples . b7C

SECRET/ORCONNOFORN.

RECORD 66F-HQ-C1364260

I:l- Attached is the final version. If you have any questions, please feel free to contact me.

b6
DERIVED FROM:-G-3-FB assification Guide G-3, dated 1/97, Foreign Counter|n ree-nvestigations

DECLASSIFICATION EXEMPTION 1

SECRET//ORCON-NOFORN

DECLASSlFICATION EXEMPTION v1
RN

6/9/2005




Message _ v Page 10f2
b6
| (OGC) (FBI) p7e
From: KELLEY, PATRICKW. (OGC) (FBI) . DRCLASSIRIED BY 65179 DMH/CLY
Sent:  Tuesday, July 20, 2004 11:22 AM CA# 05-CV-0845
To: | |(0GC) (FBI); BOWMAN, MARION E. (OGC) (FBI)
Cc: Caproni, Valerie E. (OGC) (FBI);| tOGC) (FBI) bE

Subject: RE: Sunset provisions - =xamples

SECRET/ORCONNOEQRN

RECORD 66F-HQ-C1364260

b7C

[ assume you've coordinated the intercept issues with TLU. Two comments: The first paragraph at the top

of p. 8 seems to be missing something; there's not even a period. Also, in the 2nd paragraph on p. 8, and on p. bé
10, we mention delays attributable to OIPR. While true enough, it would probably be more prudent to delete the
references to OIPR and just leave it as "processing delays.” Otherwise, it's good to go by me. b7C

..... Or‘ i ——
From: IOGC) (FBI)

Sent: Friday, July 16, 2004 2:26 PM

To: KELLEY, PATRICK W. (OGC) (FBL); BOWMAN, MARION E (OGC) (FBI) ‘ bé
Cc: Caproni, Valerie E. (OGC) (FBI);| [(oGC) (FBI)
Subject: FW: Sunset provisions - Examples b7C

RECORD 66F-HQ-C1364260

b2
Pat: This is the final compilat.on of OGC-gathered examples and comments on the provisions of the
Patriot Act that will sunset in Dec 2005 unless they are made permanent. This was collected for a variety  P6
of reasons--mainly for DOJ/OLP and it contributed to the report DOJ issued the other day. Now, OCA bIC
needs it andliheeds it is the point person on that) to respond to Sen Feinstein's
inquiries. | need to send it to in OCA and who will put it into the format they want. Before | do |

am sénding it to you for official blessing with a copy to Spike who said he would look to see |
. rewrite (she took out names, places, etc from the case summaries she recieved) would allow us to

declassify it.

1]
----- Criginal —eun
From{ koce) (Fa1) b6
Sent: Friday, July 16, 2004 1:41 PM BIC
To: 0GC) (FBI)

Subject: Sunsel provisions - Examples

-HQ- 2
b6

L Attached is the final version. If you have any questions, please feel free to contact me.

b7C

ssification Guide G-3, dated 1/97, Foreign C

6/9/2005
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Page 2 of 2
SECRET/ORGONNOFORN \
DERIVED FROM:-G Bl Classification Guide G-3, dated 1/97 l‘=ori n_Counte elligence
Investigations
DECLASSIFICATION ON

RET/ORCON,NOFORN

DERIVED FROM: G- ificati jde G-3, dated
DECLASSIFICATION
//IORCON,NOFORN

ntelligence Investigations

6/9/2005




+ Message Page 1 of 2
bé
b7C
(OGC) (FBI)
From: [0GC) (FBI)
” DECLASSIFIED BY S5179 DMH/CLE
Sent:  Tuesday, July 20, 2004 11:30 AM e on 09-14-2008
To: OGC) (FBI) e Ca# 05-Cv-0845
Subject: FW: Sunset provisions - Examples L
RECORD 66F-HQ-'C1 364260
I:l [ made the corrections as per Pat's e-mail, and it is attached. I'm not sure what “intercept issues" he is
referring to that involve TLU. ' .

----- Original Message-----
From: KELLEY, PATRICK W. (OGC) (FBI)
Sent: Tuesday, July 20, 2004 11:22 AM

Tof [OGC) (FBI)'_MMALMARIQN_EMC) (FBI) b6

Cc: Caproni, Valerie E. (OGC) (FBI); (OGC) (FBI)

Subject: RE: Sunset provisions - Examples b7C
m m b6

] : N

RECORD 66F-HQ-C1364260 b7C

I:I | assume you've coordinated the intercept issues with TLU. Two comments: The first paragraph at the top

of p. 8 seems to be missing something; there's not even a period. Also, in the 2nd paragraph on p. 8, and on p.
10, we mention delays attributable to OIPR. While true enough, it would probably be more prudent to delete the
references to OIPR and just leave it as "processing delays." Otherwise, it's good to go by me. '

----- Original Message-----

. From] [OGC) (FBI)

Sent: Friday, July 16, 2004 2:26 PM

To: KELLEY, PATRICK W. (OGC) (FBI); BOWMAN, MARION E. (OGC) (FBI)
Cc: Caproni, Valerie E. (OGC) (FBI);| [OGC) (FBI) b6
Subject: FW: Sunset provisions - Examples :

b7C

S
RECORD 66F-HQ-C1364260

Pat: This is the final compilation of OGC-gathered examples and comments on the provisions of the
Patriot Act that will sunset in Dec 2005 unless they are made permanent. This was collected for a variety
of reasons--mai r DOJ/OLP and it contributed to the report DOJ issued the other day. Now, OCA
needs it and needs it is the point person on that) to respond to Sen Feinstein's

inquiries. | need to send it to in OCA and who will put it into the format they want. Iﬂ.o !
usto

am sending it to you for officiel blessing with a copy to Spike who said he would look to see if
rewrite (she took out names, places, etc from the case summaries she recieved) would allow
declassily it.

I;! ginal Message----- :

From; [(0GC) (FBI)
Sent: Friday, July 16, 2004 1:41 PM bé
Toy J(OGC) (FBI) b7C

Subject: Sunset provisions - Examples

6/9/2005
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bé
b7C
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b7C




- Message

Page 2 of 2
SECRETHORCONR;NOFOBN.
RECORD 66F-HQ-C1364260
I:l- Attached is the final version. If you have any questions, please feel free to contact me. b6 .
b7C

Investigations
DECLASSIFICATION EX

Investigations
ECLASSIFICA

ET//ORCON,NOFORN

: G-3 FBI Classification Guide G-3, dated 1/97 Foréi n Counterintelligen
DECLASSIFICATION EXE '

DERIVED-FROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligence lnvestigatio
DECLASSIFICATION EXEMPTIO

al- ORCON.NOFORN

6/9/2005




Message h Page 1of
bé DECLAZSIFIED BY S5170 DMI/CLZ
~ oM DS-DH-2005
bic Ch# 05-CV-0845
| |(0GC) (FBI)
From: | (OGC) (FBI)
Sent:  Tuesday, July 20, 2004 12:20 PM e
To: | focA) (FBI)
Cc:  BOWMAN, MARION E, (OGC) (FBI)] lkogo) Ean| b7c
(OGC) (FBI); OGC) (FBI)i| GC) (FBIT.
J(OGC) (FBI); Curran, John F. (OGC) (OGA); |
(OCA) (FBI)
Subject: Sunset provisions
RECORD 66F-HQ-C1364260
V bé

I:l attached are our comments and the results of our field and HQ survey on the Patriot Act sunset provisions.
We folded in the examples provided by NSLB so it is one complete OGC package.[_____|kept the classification p7¢
she received for the examples but shie deleted most of the references to subject's names, locations,etc--so | am

sure that much what is labled SEQ{ET can be declassified--but | can't do that, which is why | copied Spike.

Not knowing what format you wanted, 1 just sent it as is. DGC Pat Kelley has approved it as well.

Office of the General Counsel

b2

bé

biC

6/9/2005




, bl
Use of the USA PATRIOT Act b2
Classified Appendix e

Section 212 - Emergency Disclosure of Electronic Communications to Protect Life and Limb

(5]




| stygEr
CA# 05-CV-0845

Examples of Patriot Act Use
Requiring Additional Facts

Section 201 - Expanded predicate offenses for T-3 ,
FO initiated] __|T-3 in a 315 case where terrorism identified as a predicate offense.
Was this the only predicate offense? Would we have been able to get the T-3 without the Patriot

Act change?

| |- improved ability of info sharing with state/locals/ and other
federal agencies 1n order to respond rapidly to threat and make an action plan.

b2
info sharing with others critical _ b7a
info sharmg with others critical b7E
Section 203 - Information Sharing (from criminal to the intell side)
- 315Q-| l56983
ATLT, THMFORMATTON CONTATHED
HEREIN I3 UMCLASZIFIED EXCERT
WHEEREE BHOWN QTHERWIESE
-315N 33992
DATE: 01-03-Z008
CLASSTFIED BY AE175 dwmh/baw 05-cv-0845
| | REASON: 1.4 (o)
I I ECLASSIEY ON: 01-03-2037
3150 15590 DECLA IF Qn 0l-C 031
. .. . . b2
t This provision used most notably in the following cases:
| b6
3158 B2073 b7a
b7C
] | b7E
315Q{ |57173 -
Section 206 - Roving FISAs
- Ireceived the following from the CDC on the case recently released to the press b2
regarding the plot to blow up a shopping mall. | | -
"I believe we used the roving FISA on| hot| | These are bIE
related cases, but two seperate cases, file numbers and FISA requests. I believe the roving
par{ |As far as| | .,
| [so you can use as much of the e
press release information as you would like."
b7A
b7C

SEQEET

bL7E




SE}é\EET

Any clarification on this case would be helpful.

Section 212 - Emergency Disclosures by ISPs

- 315S-

Section 214 - new standard for FIS Apenftiap ,
nt 315 cases; ASAC notes that this was "extremely helpful" and could not

| used| differe

224164
also used in a case regarding a "threat to a high ranking foreign official"

have been obtained without the new pen/trap standard.

- A pen/trap order was obtéined| |

Any updates to this case?

| | - 65A{ 1220066

- 315N
65M

68267 - pen onl |

66909 - pen not possible under old standard) |

ia the pen

pen obtained on subjecq ‘ |

-315N{ [-57048 - likely not to obtain pen/trap under old standard
P p

Section 218 - Change in the Primary Purpose Standard for FISA

|

l AUSASs have worked closely to identify criminal charges

against the subject

-the] |and

[Investigation - FO states that even though information had

been passed over "the wall" prior to the wall coming down and an indictment was being
prepared, when the "wall" came down, significantly more information was passed to the criminal
investigators and prosecutors giving them a clearer understanding of the case.

L There are

pther 315 cases where information sharing has been critical to the

success of the investigations.

- 315N

- 3150Q]

36062

56807

bl

(g -

SE><ET

b7E

bl
b2

b7E

b2
b7A

h7E

b2

b7E

b2
b7a

‘bIE

b2
b6
b7C

b7E




(4]

1]

28 1F-| |-66686 - having criminal side fully apprized of all of the intelligence assisted in

b7E

-315M[_J45821

the coordination|

Fdirect result of info sharing, subject was arrested without incident

315N{ }67573

criminal activity determined and cases opened

Section 220 - Nationwide search warrants for e-mail

b2 , b7A, DBITE

- used in the

investigation b2 , b6, bTC, bIE

} Significant part of]

| This expedited the receipt of critical information.

SEc@s><

b2
b7A

b7E

b2
b7A

b7E

b2
b7a

b7E
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Message
DAT 12-06e-20058 N\
CIBSoT [ 70/ DEn CTC
| measow: 14 i) kOGC) (FBI)
From: | [(Divo9) (FBI) . b6
Sent: Friday, March 12, 2004 2:42 PM bIC
To: | koivos) (i) CA# 05-CV-0845

Subject: RE: 2702(b)(7) Emergency Request *Secret* For Director's informatioh.

E: lZ-06-Z2005
ZEIFIED BY &L5179/DMHS LB/ CHWC ATT MEORMATTON COMNTATMET
UNCLASSIFIED - R : .
REASOM: 1.4 (<) HEREIN IE UNCLAZEZIFIED EXCEERT
NON-RECORD CDECLASSIFY ON: 12-06-2030 WHERE ESHOWN OTHERWISE

Yes it's classified. Since being Trilogized, we're still trying to figure out how to send emails. | sent it unclassified,
non-record so that | could send it out, but | marked Secret in the Subject line. There you go - clear as mud.

[ ]

Assistant General Counsel bé
National Security Law Branch bC
Counterterrorism Law Unit 1

b2

————— Original Message-----

From: [pivo9) (FBI) b6
Sent: Friday, March 12, 2004 1:50 PM :

To Div(19) (FBI) biC
Subject: RE: Emergency Request *Secret* For Director's information.
UNCLASSIFIED

NON-RECORD

Thanks!! I'm a !ittievconfused‘ | assume this is classified info. Am | correct? | plan to mark it at the secret
level and submit it with the remainder of examples. It will go through the front office of OGC and then over
to DOJ Office of Legislative Affairs. s this OK? '

bé bl
----- Original Message-----
From:| [Divo9) (FBI) b7C b2
Sent: Friday, March 12, 2004 12:34 PM b7E
To:| piv09) (FBI)
ccy [oiv09) (FBI) bé
Subject: 2702(b)(7) Emergency Request *Secret* For Director's information. b7C

UNCLASSIFIED
NON-RECORD

5]

Assistant General Counsel
National Security Law 3ranch

Counterterrorism Law nit 1
| EEXRET

6/7/2005




b6

ATT TNFQREMATTON fff)T‘-IT,‘iTT‘JED
HEPETH T8 JINCTASSTETET b7C

DATE 08-12-2005 BY ESlT(OTEECL)‘I(EI:BI)

From: | |
Sent: _Mo.u.da;L_Mamh_O.B_Z(iM 1:16 PM
To: Divo) (FRN
Ce: |Divog) FBI]
Nl [(FBI) |
[ owoorrey E—
Subject: Re: PATRICT ACT SUNSET PROVISIONS .
Sensitivity: | - Private CAf 05-CV-0845

1) FISA Business records - The FBI and DOJ should hang their heads in shame
that this potentially useful euthority has NEVER been used (at least it should
be easy for HQ to count). The Patriot Act passed in 10/2001 and almost 3
YEARS later OGC and OIPR can't decide what pleadings to file. Meanwhile the
militant librarian lobby keeps kicking us around because they "think" we use
this authority. Given the apparent "shock and awe" effect of angry
librarians on FBIHQ - WFQO reccmmends that this useless authority IMMEDIATELY
sunget - it would be less frustrating for the SAs and the librarians will stop
picking on HQ. )

2) FISA Roving authority - This authority is also a complete waste. Darmm

shame - 1t was intended to be a robust tool similar to the criminal T-III

roving (read Sen Leahy's 2001 summary) but it NEVER roves. What we have is b2
non-roving roving authority. !stopped asking for it - a waste of

effort. Its simply pathetic that OIPR turned this potentially useful tool b7E
into a cartoon of what it should have been. As explained by Mike Woods

after his brefing on the Hill - roving authority would attach to the Target

and when the target picked up a phone we were aurhtorized to intercept. veah

right - OIPR turned it into "Notionless Authority"

3) FISA Pen Register - the OIPR approval delays. have rendered this tool
almost useless. Its OIPR's .last priority and the SAs no longer bOthTf:ff:Tse

it We will do without or find a way to use the c¢riminal authority b2

b7E

ssy
WFO Office of Division Counsel 4::::]

b2
Privileged and Confidential
, b6
>>>] |(Divo9) (FBI) 03/04 3:17 PM >>> e
UNCLASSIFIED
NON-RECORD

See the attached EC that was uploaded today. See 66F-HQ-1364260-5.

UNCLASSIFIED
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ALL INFORMATION CONTAINED
HEREIN I8 UNCLASSIFIED
DATE 08-18-2005 BY 65179 DMH/CLS

OGC) (FBI)
From: | [Div09) (FBI)
Sent: Friday, March 12, 2004 €:45 PM b6
To: Div09) (FBI) b7 CA# 05-Cv-0845

Subject: RE: Patriot Act

SENSITIVE BUT UNCLASSIFIED
RECORD 66F-HQ-C1364260

| - Attached are the two documents. One is classified, the other contains LE Sensitive material because it
ISCUsses ongoing cases. I've markzd the paragraphs, but I'm not sure | used the proper techniques. | assume b6

there is someone that can do that for us on Monday.

b7A
Also - | was advised that they used tie emergency disclosure provision on thel |
1 | S0 1 did not include it in my list. b7c
Finally - 1 also attached a copy of a cdocument that:lforwarded to me previously on sneek-n-peek cases
that DOJ put together. Li opy, in the event that the POC in OLP is not aware of this document. | also
put a paper copy of the -ress release in your in box. | reference this in the document.
If you have any questions, feel free to call me at home. | should be home in the morning until 11 and then again
after 1pm.
Thanks.
----- Original Message-----
From] [Div0Y) (FBI) b6
Sent: Thursddy, March 11, 2004 11:06 AM
To [Div09) (FBI) b7C
Subject: Patriot Act
UNCLASSIFIED
NON-RECORD
I:l when you get in tomorrow, | need you to collect all that you can of examples, stats, etc on all the
Patriot Act provisions--not jus: the sunset ones. We need to get it to DOJ (OLP) by Monday. Thought we b6

~had more time which is why | set the 3/19 deadline for the sunset EC--but we don't so we'll do what we
can. We'll just have to follow up later with the responses to the EC. Let's talk first thing and discuss how ¢

to do this.

[ ]

IQLLLL‘.F_Q.LLtLLG.a:eraI Counsel b2
bé

b7C

UNCLASSIFIED

6/7/2005
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SENSITIVE BUT UNCLASSIFIED
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gosl 2030 ALL INFORMATICON COMNTATINED
G a0 ,

S ET HEREIM I8 UNCLASSIFIED EXCEET

CA# 05-CVv-0845 ' WHERE SHOWH OTHERWISE

Use of the USA PATRIOT Act

DATE: 12-08-2005
CLASSIFIED BY 65179%/DMESLESCHC

Section 210 - Scope of Subpoena  reason: 1.4 ()

DECLAZEIFY ON: 12-06-20230

This provision expanded the type of information that can be obtained from an Internet
service provider (or other types of service providers) with a subpoena. This expansion
allows agents working computer intrusion cases to immediately identify if a computer
used by a hacker is a victim computer where the hacker is ‘hoping through’ the computer,
or is the computer hacker’s own computer. This significantly expedites computer
intrusion investigations. Referral/Direct

Section 212 - Emergency Disclosure of Electronic Communications to Protect Life and Limb

bl
b2
b7E
(8)
b2
b7A
b7E
Recent Kidnaping Case - Recently, a 14 year old girl was abducted. Her laptop was also
missing. The case agents suspect ' AC '
chat room was the peroetrator
c-mail. As
T TCSUIT, TS SUSPECt Was qUICKIY TqentTied and mierviewed. e admitted 1o picking up b7a

the girl and took agents to the truck stop where he had left her. Because of this provision,
additional harm to the girl was prevented and she was returned to her family in a matter
of hours. This is but cne example of how essential this provision is for child abduction

EE(?é\l_




SECEET

Section 216 - Nationwide Effect of Pen/Trap Orders

] (LE SENSITIVE:lHacker ] are becoming more Widéspread
throughout both corporate and private systems. This computer hacker| |
b2
b7A
L7E
(LE SENSITIVE) 1In this case it was difficult to identify the hacker because hd |
| leach time he entered the corporate victim’s
computer because he waq kach time. Due P72
to the changes in Section 216 of the USA PATRIOT Act, the FBI was able to obtain
[ Jfor this hacker and then present it to]
This enabled the agents to identify the hacker. He was recently
arrested and Is awaiting trial. (LE SENSITIVE)
Section 217 - Interception of Computer Trespasser Communications
°
b2
b7a
b7E
° (LE SENSITIVE) U.5. Government System Hacked - Recently a U.S. Government
computer system was identified as the victim of a computer hacker. The hacker was
utilizine the sovernment computer tol J
The
B2
b7A

S%ET ‘ b7E




EEE&ET
investigation is ongoing to identify the suspect and any additional victims. (LE
SENSITIVE)

Section 814 - Deterrence and Prevention of CyberTerrorism

b2

b7E

SECHET




ALL INFOEMATION CONTAINED
HERETM IS8 UNCLASSIFIED

TATE 05— J.lfdlt':; éj (I‘,Egﬁ DMHSCLE

From:
Sent:
To:
Subject:

patriotact-use-ilu.w

I | b2

. 04 PM
[ i(DiVOg) (FBI) b6 _
| FATRIOT Act Use Report Ch# 05-CV-0845
b7C
bT7E

pd (15 KB)...

A hardcopy will

tollow in the Bureau mail.

Artached is an electronic copy of|:| PATRIOT Act Use Report.

b2
bé
b7C

b7E




0GC) (FBI)

From: | bz
Sent: I_Eu.da.\.l_M.ameﬂ_lﬂﬂAﬁ_'m_EM b6 ATT, THRORMATTON CONTATNRT
N H HEREIN I3 UNCLAZETIFIED
E?: Divo9) (FBI) b7C DATE D9-21-200E BY 65179 DMH/CLE
Subject: Palriol Act sunset provisions ... 7E Ca# 05-Cv-0845
2
Importanée: High
b6 ’
patriot act sunset
provisions ... b7C
The.deadline ion of our response is today. .To assure timely b2

recelpt, the
will follow.

i

Division response is attached. ACS and paper copiles bIE

Please note that the EC is classified “S%§<§T.”

[ ]

bé

b7C




ATT, THFORMATTION CONTATNED
HEREIN I8 UNCLASSIFIED )
b6 , biC DATE 0%-2Z1-Z005 BY 65179 DMH/CLS

CA# 05-CVv-0845

| (OGC) (FBI)

From: | |

Sent: Eriday, March 26. 2004 11:42 AM
To: l
Cc:
C. (bwv09) (+-Bl)
Subject: Another tasking
b2

| | b6
FBIHQ requests a brief write-up of significant cases aided by the Patriot Act.

So it is sun setting., Elease provide me with a brief write-up of the b7C
big Case and] lin Please list file numbers. The document

to FBIHQO will be classified if need be (probably). ‘ b7E
Please list all sophisticated technigues used. I know FISAs (electronic and
physical), T-IIIs (new predicates/information sharing)., e-mail SWs(now
nationwide allowed), NSLs(SAC authority), GJ subpoenas {information sharing),

SWs (nationwide for terrorism; delayed notification), etc were used in these

cases. Please list some significant accomplishments in these cases. Also,
obviously, information sharing has aided in coordinating the criminal side and

FCI side of the cases.

b2

I knomz[:::::::] case effort has resulted in an entire network being identified
and cases being initiated nationally and overseas. Also, we've probably bTE
issuved hundreds of NSLs for the[:::::] case. Please give me rounded number of

NSLs if it 1is available.

For the[:::]case, it will be mentioned that the overseas seizing power and

subpoena power was contemplated, although not in the end used (I don't think). .

We don't think we are using the PATRIOT Act , but since it altered the
statutory authority of every cne of our investigative techniques, we use it
everyday. FBIHQ wants specifics on big cases to report back to the security
committees on how these new tcols are being used. Please help. Lee.

Anyway, I don't want to add tc your already big loads, but if you have a
write-up handy with some statistics on number of techniques, and other

accomplishments, I can add the rest. 1I'l1l forward the final copy.
cc:| 0GC
bé

b7C




ALL INFORMATION COMNTATINED
HEREIMW IS UNCLASSIFIED EXCEPRPT
WHERKE SHOWH OUHEHWLEE

CA# 05-CV-0845 SEéng/ORCON/NOFORN

FEDERAL BUREAU OF INVESTIGATION

DATE: 12-07-2005

CLAZETFIED BY AE179 DHM/ LB/ CWC
REABON: 1.4 (C)

DECLASSIFY OM: 12-07-2030

Precedence: PRIORITY Date: 04/26/2004
To: General Counsel Attn: Investigative Law Unit
Room 7326 |
ontact: | | b2
Approved By: | : b6
Drafted By: b7c
b7E
Case ID #: (U) 66F-HQ-C1364260 ‘
(U) 66F-HQ-C1384970
{(Uy AL €6F-A3035
Title: (U) USA PATRIOT ACT
SUNSET PROVISIONS
Synopsis: Case narratives provided as requested.
::;éz:iuj € From G-
Declassi
Reference: (U) 66F-HQ-C1364260 Serial 5 - b2

Details: :DK{iUAs requested in referenced EC, [:::;:]is providing b7E
the following case narratives which describe investigations aided
by provisions of the USA Patriot Act.

>

(3]

bl
b2

b7a

b7E

SESgE?/ORCON/NOFORN




‘ b2
SE%ET/ORCON/NOFORN -
To: General Counsel From: .

Re: (U) 66F-HQ-C1-64260, 04/26/2004 bl
» b2
b6
PATRIOT ACT PROVISIONS USED: b7A
*Section 201 and 202 - Title III Predicates - no new b7C
predicates used in case but Title IIIs extensively used. bTE

*Section 203 Information Sharing.
*Section 209 regarding voice mail.
*Section 220 regarding nationwide Search Warrants for E-Mail.

=< 3

SEC>€I‘/ORCON/NOFORN

3




;ﬁﬁ%ET/ORCON/NOFORN b2

: b7E
To: General Counsel From: !
Re: (U) 66F-HQ-C1:264260, 0 04

PATRIOT ACT PROVISIONS USED:

*Section 203, Information Sharing
*Section 214, New Standard for FISA Pen/Trap

*Section 218 & 504, Changes to "Primary Purpose" Standard for

FISA

Ml
| . o

“\iSh b7E

bl

b7A

105

: b2
(U) In October 2001, JTTFr______jinitiated b7A
investigation into|
. . b7E
[ | Investigation was
predicated on Source information which was corroborated by
information provided by CAU, FBIHQ.
bl
igﬁri?ﬁi" subjects have been convicted on heroin b2
related and fraudulent document charges including two
State Department of Motor Vehicles employees. Numerous b7E
investigative technigques were utilized which included a Title
ITI, 150 consensual recordings, and a
Wl b2
bt
bB7C
b7E
() | I
b2
bé
b7a
Sébé%T/ORCON/NOFORN b7C
b7E

5




sépégT/ORCON/NOFORN b2
' b7E

To: General Counsel From: |
Re: (U) 66F-HQ-C1264260, 04/26/2004

b2

(U)

bé
b7a
b7C

b7D

b7E
PATRIOT ACT PROVISIONS USED:

*Section 203, Information Sharing
*Sections 201 & 202, Expanded Predicate Offenses for Title III

(expanded predicates not used in case, just Title III)
b2

b7a

(U b7E

()

b2
bé
b7a
b7C

b7D

bB1E

an/

< (NTE O \l

lis)

[18)

bl
SEQRET/ORCON/NOFORN
b2
6 b6
b7C

b7E




b2
Spéér/ORCON/NOFORN b7E

To: General Counsel From:,l;;;;;;l
Re: (U) 66F-HQ-C1-64260, 0O 4

[i2)

| bl
b2
bé
b7C

b7E

PATRIOT ACT PROVISIONS USED:

*Section 203,
*Section 214,

Information Sharing;
New Standard for FISA Pen/Trap;

*Section 218 & 504, New "Primary Purpose" Standard for FISA

USE Ofr'

INFORMATION SHARING AUTHORITY

JOINT TERRORISM TASK FORCE (JTTF)

U) Origiral staffing was

(SA's) and

Eﬁi%?al state, and local agencies Current staffing has grown to
T

FBI Special Agents

full-time Task Force OrLficers (TFO's) of other

FBI SA's, sixteen TFO's, and ntelligence Analys{](lﬂ:]

e JTTF currently has full-time reépresentatives from the

Department of State (DOS) Internal Revenue Service (IRS),

from the Transportation sSecurity Administration

from the Immigration & Customs Enf
State Police (NYSP) Investigators,
Inspector General Investigator

cement (ICE)

(

H

New York Sta

| |Federal air Marshal JFaM ]

two SA’'s
New York
Te fice of

and

Detectivq[rrom

SEW/ORCON/NOFORN

7

bl
b2
bé
b7C

b7E

b2
b7E

b7F




. =]

| [(oGce) (FBI)

DECLAZSEIFIED BY 6517% DMH/COLE

From: | FBI) o on 5921
Sent: triday, April 30, 2004 12:56 P ChE 05-CV-0845
To: Div09) (FBI) b6
Subject: RE: Patriot Act sunset provisions ... bIC
TB
Speser (W) i
RECORD 66F-HQ-C1364260
I am unfamiliar with the specifics in the case. I sent your e-mail to for

details.

Please note that we're under an inspection and otherwise extremely busy here! But we'll

try to get what you need as scon as we can. bé
b7C

Also, any movement on the emergency pen and trap delegation issue? We recently had

another case in which local authority was obtained in a kidnapping case while the FBI

pondered using the federal prcocess.

[ ]

————— Original Message-—--- b2
From: | | (pivo9) (FBI) b6
Sent: Fradav, April 30, 2004 12:32 PM
To| | (FBT) b7C
Subject: FW: Patriot Act sunset provisions
b7E
“sperer_ ()
RECORD 66F-HQ-C1364260
————— Original Message----~
From: [ | (Div0og) (FBI)
Sent: Fridav, Apral 30, 2004 12:29 PM bé
To:
b7C

Subject: RE: Patriot AcCt sunset provisions

Seere_ (T : :
RECORD 66F-HQ-C1364260 b2
: b6

[:::]— Thanks for your submission regarding. the sunset provisions. I'm in the process of b7C
compiling these for the General Counsel. Do you think you could provide -me more details bTE

on your Division's use of the Roving FISA surveillance? ; age 2 of your EC). 1In it
you noted that this was ugsed in copijunction with the Division to] |

T'm wondering what triggered

the need Lor roving survelllance: |

| Feel free to label
what you want as classizied, 1'll keep whatever markings you put on 1it.

Thanks for your help.

b6

Assistant General Counsel )
Investigative Law Unit b7
Office of the General Counsel




————— Original Message—-----— bz
From:l | ’ b6
Sent: Fridav, March 19, 2004 3:29 PM

To: | (pivo9) (FBI) b7C
Cc: |

Subject: Patriot AcCt sunset provisions ... b7k

Importance: High

The deadline for submission of our response is today. To assure timely

receipt, the Division response is attached. ACS and paper copies bé
will follow.

b2

b7C

Please note that the EC is classified ”%}QBET,”

b7E

DERIVED FROM:
Investigations

DECLASSIFICATION EXEMPTIQ
SECRET

ssification Guide G-3, dated 1/97, Foreil htelligence

DERIV +
Investigations
DECLASSIFICATION EX

Classification Guide G-3, dated 1/97, Forei

DERIVED FROM: G-3 FB
Investigations
DECLASSIFICATION

ion Guide G-3, dated 1/9 ounterIntelligence




Message ' Page 1 of 1

SE%T DATE: 1Z-07-2005
CLASSIFIED BY 65179 DHMSLDESCNC
. REASON: 1.4 ()
DECLAZSIFY ON: 12-07-2030
I koGce) (FBI)
. . DATE s

From: | [Divog) (FBI) CLASSIFIES AT CLS
Sent:  Tuesday, May 04, 2004 1:38 PM b2 s e
To: | [FB!) bé CA# 05-CV-0845

Subject: Sunset Provisions b7C

ALL INFOEMATION CONTAINED

SBéBET//ORCON,NOFORN HEREIM IS UNCLASSIFIED EXCEPT
RECGRD 66F-HQ-C1364260 WHERE SHOWH OTHERWISE

bé , b7C

I'm still working hard on this. | want to include the following summaries from your EC. I've still classified
them as SE{RET, but want to ensure that I'm accurately stating the facts. Could you please proof these for me. |
included the file number at the end only for your reference. | don't intend to include that with my final version nor b2
that these came from {that is for my reference purposes only.)

bIE

Thanks so much for all your help.

[ 1

‘b6 , b7C

is1

5]

: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterintellige
DECLASSIFICATION EXEMP

SECRET//

bl
b2
b7a

b7E

SECKET

6/7/2005




= e Message Page 1 of 2
DATE: 12-07-2005
CLASSIFIED BY G&317% DHM/ LB/ CHOC SE T b2
REAZON: 1.4 ()
DECLASSTFY ON: 12-07-2030 b6
(OGC) (FBI)
bL7C
From: | |Fai) b7E
Sent:  Tuesday, May 04, 2004 2:05 PM "
To: | |oivog) (FBI)  CR¥ 05-CV-0845
Subject: RE: Sunset Provisions ALT THMECORMATTION CONTATHED

HEREIN I3 UMCLASSIFIED EXCEPRT
WHERE EHOWN OTHERWISE
SECRET//ORCON.NOFORN
RECORD 66F-HQ-C1364260

| am familiar with this case and information and your written paragraphs accurately state this material. We bé
appreciate your assistance in defending our use of these techniques! bIC

----- Original Message-----

From:| (Div09) (FBI)
Sent: Tuesday, May 04, 2004 1:38 PM b2
To: (FBI)
Subject: Sunset Provisions bé
b7C
SECRET/ORCON,NOFORN b7E
RECORD 66F-HQ-C1364260
D I'm still working harg on this. | want to include the following summaries from your EC. I've still b2
classified them as SEQRET, but want to ensure that I'm accurately stating the facts. Could you please
proof these for me. | includec the file number at the_end only for your reference. | don't intend to include bé
that with my final version nor that these came from (that is for my reference purposes only.) bTC
Thanks so much for all your help. b7E

b6 , biC

X ==

[ ]
S
e
>

3]
><><

' bl
DERIVED FROM: G- sification Guide G-3, dated 1/97 i ounterintelligence b2

Investigations
DECLASSIFICATION EX

b7a

bL7E

6/7/2005
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or o~ Rl Message Page 20f2

DERIVED FROM:G-3-FE assification Guide G-3, dated 1/97, Foreign Counterintelligenceinvestigations
DECLASSIFICATION EXEMPTION 1
SECR OCRCON,NOFORN

6/7/2005




»~ * Message Page 1 of 1
(OGC) (FBI)
. DECLASSIFIED BY 65177 DMHSCLE

From: [FBI) b2 ON 09-21-2005
Sent:  Thursday, May 06, 2004 12:40 PM b6 ' CA# 05-CV-0845
To: (Div09) (FBI) b7¢C
Subject: example for PATRIOT ACT . BIE

SET RS b2

RECORD 315Nl_}64028
b7E _
I:ll hope this meets your needs: Let me know if you need more. Hard copy is in the mail. Thanks bé
b7C

DERIVED-FROM:. G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligence lnvestigations-

DECLASSI MPHON-1
SE

6/7/2005




(Rev. 01-31-2003)

_SEeTET CA# 05-CV-0845

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINL Date: 04/30/2004
To: Investigative Law Unit Attn: b6
b7C
Counterterrorismn b2 SSA |
ITOS I, Conus 4, Tm 16
bTE
From:
Squad z1
Contact: SSA
Approved By:
— b2
Drafted By: | laem b6
Case ID #: (U) 66F-HQ-C1364260 (Pending) bicC
b2
Title: (U) UsS PATRIOT ACT
SUNSET PROVISIONS ' b7E

Synopsis: (U) Provide detailed "Tear Line" summary of[;;::::::]
example of the benefits of information sharing, through the
PATRIOT ACT, regarding parallel criminal and intelligence cases
on one subiject.

} ived H -3
Classify s 1
Reference: (U) 66F-HO-C1364260 Serial 5 b2
(U) 29E 64536 bTE
(U)y 31EN 64028

Administrative: (U) E-mail from ITOS 1, dated 04/30/04.

Details: (U) Above reference Serial requested offices to provide
the Investigative Lew Unit (ILU), OGC, with "statistics, good
examples or anecdotes... summarizing the benefits the office has

received from the (PATRIOT ACT) provisions...." | |
complied with this request. [::f:;;::]was recently re-contacted
by ILU to provide more details on e example provided

regarding information sharing.

_ b7E
‘U et As requested by ILU, lis providing ILU

with a summary of the parallel criminal and 1ntelligence

SEM




et

To: ?? From: | | . b2
Re: (U) 66F-HQ-C1:64260, 04/30/2004 b7E
investigations regarding subject which resulted in

the successful prosecution and deportation of the subject.

(5]

bl
‘b2
b7E
(U) Therefore, for the benefit of ILU,| lis A
providing both a detailed classified summary, followed by a b2
"Tear-Line" summary, approved by[:::::::::]and ITOS 1, for the b7E

use of ILU.

ifi ! :

|18

bl
b2
bé
b7a
b7C
b7E

8]

SEyi(iT




SESRET o2

To: ?? From: [::::::::] b7E
Re: (0) 66F-HO-C1>64260, 04/30/2004

L

15]

&

(U) Outlired below, is an unclassified "Tear Line"
summary for the use of ILU. bl

b2

b6

B7C

b7D

b7E
Unclassified

Summary Background: In the aftermath of the September 1lth
terrorist attacks, a subject,l

SRS b6

3 b7C




SECTRER__

To: 27 From: [ ] b2
Re: (U) 66F-HQ-C1-64260, 04/30/2004 bIE

| | was identified by a reliable

asset as| |among a group of Islamic extremists residing in
the US. The Subject was an outspoken supporter of Osama Bin
Laden and a self-proclaimed admirer of the September 11th
terrorists. Early inqguirieg into the Subject's background b2
disclosed the fact that | | e
b7C
b7E
Due to Subject's extremist viewg, affiliations with
other terrorism subjects, | |
|
| Therefore, cited
criminal case was opened. FEarly investigations confirmed that
b2
b7E

As noted above, the subject was initially identified as
a terrorist subject through asset reportihg. Upon receipt of
this asset information regarding his financial activities, a
separate criminal investigation was opened. During the criminal
investigation, asset reporting was continually passed to the
criminal investigators to provide investigative lead information
and important background and behavioral assessment information.
Additionally, timely asset information also assisted in the
successful planning and execution of Subject's arrest, after it

SECRET__

4




To: 27 From:

Re: (U) 66F-HQ-C1-64260, 04/30/2004 b7E

b2

was determined that Subject was planning on leaving the country
on short notice.

Set Lead 1: (Info)

COUNTERTEERORISM

AT WASHINGTON, D.C.

SEeRRY

5




| SR
To: 27 From: [;;:;;;;;]
Re: (U) 66F-HQ-CL: , 04/30/2004

(U) For information.

Set Lead 2: (Info)

GENERAL COUNSEL

AT WASHINGTON, DC

(U) For information.

SESRET W

b2
b7E




. 2 sMessage ' . Page 1 of 1
OGC) (FBI)
From: | kDiVOQ) (FBY) bé giogiiizg:ﬁm G517% DM/ CLS
Sent:  Tuesday, May 11,2004 5:23 PM b7C CA# 05-CVv-0845
To: | |Divos) (FBY)
Subject: Sunset Provisions
SEERET- | b6

RECORD 66F-HQ-C1364260

b7C

- Attached are the two documents | provided to OPAI:I The 1st document is the summary of
theTield survey that I'm currently putting together. | did leave in the classified portions for you. The 2nd
document was a brief summary we provided to DOJ in March.

The consistent comment from the field was that the information sharing provisions (203 and 218) were the most
important provisions in the Patriot Act. As you know, they have significantly altered the way we conduct business
on a daily basis. This was a consistent point made in the field responses. They pointed to the joint task forces,
better communications with other agencies, better working relationships across the board because they are no
longer stifled by fear that they may inadvertantly share information incorrectly, better use of resources, étc.

While we know that 218 opened the door for more communications from the intell to the criminal side, does NSLB
have any opinion on what effect the expiration of 218 would have on the FISC court opinion? Would this
essentially then rebuild the wall?

If 1 can help, please feel free to contact me.

b2
_ b7C
DERIVED FROM:-G-3-EBI Classification Guide G-3, dated 1/97, Foreign Counterintelligenceinvestigations

6/7/2005




~ = -Message EEﬁET L Page 1 of 2

OGC) (FB|) CA# 05-CVv-0845
From: | | (Divos) (FBI) e
Sent: Tuesday, May 18, 2004 3:08 PM e
To: [pivooy (FBIY
Ce: loivoo) (FB1) (ovoo) FBH[ ]
[(Div09) (FBI); BOWMAN; —DW _
Subject: RE: Statistics re USA PATRIOT Act provisions
SENSITIVE BUT UNCLASSIFIED HERBTN T8 DNCLASE-PTED prCEET
NON-RECORD WHERE SHOWN QOTHERWISE
DATE: 01-03-2006
CLASSIFIED BY 65179 dmh/baw 05-cv-0845
SE%T REAECON: 1.4 (o)

. DECLAEBRSTIFY OM: Ul-03-Z2031
I:Iplease be advised that the use of 215 mentioned below just refers to a field office having submitted
requests. As of last week, we still had not received a business record order. There was a possibility that one b6
went through this past Friday to the IFISC, and we are still waiting to hear from OIPR as whether this in fact bIC
happened. We'll let you know no later than. tomorrow what the response is.

From| piv09) (FBI)

Sent: Tuesday, May 18, 2004 2:03 PM :
" Tol IDiv0Q" (FBI);: BOWMAN, MARION E. (Div09) (FBI); Y

(Div09) (FBD)] Div09) (FBI)

Cc [Divn0) (FBL) b7¢C

Subject: RE: Statistics re USA PATRIOT Act provisions

UNCLASSIFIED

NON-RECORD

bé

I:I- I can provide you the results from the field survey that OGC conducted, however, | can also b7C

guarantee that' these are not entirely accurate numbers. The field survey was voluntary, and the level of
detail provided varied betwee 1 the field offices. Furthermore, since then | have been advised that some
HQ divisions have been utilizing various Patriot Act tools, and | did not receive any contributions from any
HQ division on this survey, so their use is not included in any numbers that | have.

The field offices reported the following:

|: 5 :' bl
Section 206 - Rovina FISAauders|  fimes .
l: 3 :I 77777 Section 215--Usg-_fime|  hddional orders currently in approval process b7E

Section 213 - Delfayed Notice forl:geéllrch Warrants - This is not a sunset provision, so we did not seek field
input on this specific provisior: at this time. : .

Also - as you are aware, field offices collect statistics on their accomplishments (i.e. search warrants
executed). | believe that Finance Division maintains, compiles, and reports these statistics. They may
have more accurate field wide: numbers.

I hope this is helpful.

| : bé
Assistant General Counse! SE ET

b7C

6/7/2005




s> === Message SE]S)QET : . Page 2 of 2

Investigative Law Unit b2

Imnmum_euleral Counsei b6

b7C

----- Criginal Message-----
From;| |Div00) (FBI)
Sent: Tuesday, May 13, 2004 1:41 PM

To: BOWMAN, MARION E, (Div09) (FBI):] fowogy e[ ]

(Div09) (FED): [Div09) (FBI)
Cc Div00) (FBI) ' b6
Subject: Statistics re 1JSA PATRIOT Act provisions e
Importance: High '
UNCLA IED
NON-BECO

In anticipation of the Director's scheduled appearance before the Senate Judiciary Committee this
Thursday, May 20th, we are trying to confirm the number of times we have used Delayed Notice
(so-called "Sneak and Peek") Warrants, FISA Roving Wiretaps, and FISA Orders for

Tangible Things (i.e., so-called Section 215 Orders), since passage of the USA PATRIOT Act.

| realize there are several potential complications with compiling such numbers (e.g., Delayed
Notice Warrants used in traditional criminal cases, classification issues re 215 Orders, etc.).
Nevertheless, if any of you could provide same input on this, it would be very helpful. We can
almost guarantee the Director will be asked about the numbers when he testifies.

s DOJ compiling numbers? s there anyone at OLP or OIPR who may know?

Thanks,

;;;lce o; ;ongressional Affairs b2

ext:l bé

\UNCLASSI}/lED

b7C

UNCLASSNIED

SENSITIVE BUT UNCDASSIFIED

6/7/2005
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-~ ® Message ' Page 1 of 2

(OGC) (FBI)

ALL THEFORMATION CONTATNED

From: FBY) : b2 HEREIN IS UNCLASSIFIED

DATE D9-21-2005 BY &517% DMH/SCLS
Sent: Friday, July 02, 2004 1:57 PM b6 CA# 05-CV-0845
To: (OGC) (FBI) ~ biC

Subject: RE: Sunset Provisions - Roving FISA order BTE

SENSITIVE BUT UNCLASSIFIED

NON-RECORD
bé
:ll believe we used the roving FISA onl |not| | These are related cases, but b7A
WO seperate cases, file numbers and FISA requests. | believe the roving part] |
As far as] [so you b7C
can use as much of the press releass information as you would like. :
| hope | did not confuse the matter.
b6
b7C b2
-----Original Message----- b2 b3
From:| [OGC) (FBI) b6
Sent: Tuesday, June 22, 2004 12:01 PM b6
. b7a
To: [(*BI) —
Subject: RE: Sunset Provisions - Roving FISA order - biC
' b7E
’ - b7E
SENSITIVE BUT UNCLASSIFIED
NON-RECORD
I:l— I'm making final revisions to my summary of examples where we
found in the Patriot Act. As you may recall, vou had responded that the
[ [Now that there has been a
public Indictment and press release on this case, how wouid you like me to cover this example?
I
|l assume "hat it is] pise with the specifics of this case that make it
classified. Am | correct?
Thanks for your input. I:l(D b2 , b6, bIC
----- Original Message-----
From: |(FBI) b2
Sent: Monday, May 02, 2004 1:20 PM bé
To:| oivos) (FBI)
Subject: RE: Sunset Provisions - Roving FISA order b7C
b7E
SENSITIVE BUT UNCLASSIFIED
NON-RECORD
: b2
Hil the case | was referring to was thd ___ laseand b6
the spin-oft cases againsy| BisN] 171500 and] Bi5N] [71501. The
technigue used was | telievd | b7A
[ | These cases are still pending and are
highly classified due to the FISA and oiher technigues being used, b7C
D ’ b7E
b6 4 ' ' _
b7C

6/7/2005




L. |
- == Message Page 2 of 2

----- Original Message----- b2
From| [Div09) (FBI)

Sent: Friday, April 30, 2004 12:07 PM bé
To:| [(FBI) BIC
Subject: FW: Sunset Provisions - Roving FISA order

b7E
SENSITIVE BUT UNCLASSIFIED

----- Original Message----- b2
From:| [ Div09) (FBI) b6
Sent: Friday, April 30, 2004 12:03 PM

To |Fe1) b7c
Subject: Sunset Provisions - Roving FISA order b7E

SENSITIVE BUT UNCLASSIFIED

NON-RECORD
‘ ' , . b2
- Thanks for your response to our call to the field for examples using the sunset
provisions. |'m compiling the results for the GC. In your EC, you noted that the bé
RA JTTF| | Can Tget more b7A

info on this use” it seems like a good case (o Include as an example. Also let me know how
you want it classified. You noted it was still an ongoing case, so should we classify it? orjust  »7¢c

label it law enforcement sensitive?
BL7E

Thanks.

L1 be

b7C
SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFFIED

SENSITIVE BUT UNCLASSIFIED

6/7/2005




CA#

62005
KSALE:175 DMH/CLE Page 1 of 1
NGO SPCRET

STIFY OM: 09-26-2030

O5_CV—O845 ' ALL THFORMATION CONTATHED
HEREIN I8 UMNCLABSIFIED EXCERT
| |(OGC) (FBI) WHERE SHOWN QUHERWISE
From: | locce) (Fai)
Sent: Tuesday, July 08, 2004 11:28 AM
To: | [CTD) (FBI) b6
Subject: Additional case information - Patriot Act Examples b7C
N

RECORD 66F-HQ-C1364260
: bé

[T b2

In finalizing my summary of Patriot Act examples, I've come across some great cases oul olel however, | p7E
need some additional information in order to make the connection to how the Patriot Act provisions were indeed
helpful. |s there someane in your office that might be familiar with these cases that | could speak to briefly?

The cases are as follows:

bl
5 :| b2
b6
Thank you. b7a
| b7C
Assistant General Counsel b7E
. . b2
Investigative Law Unit
Office of the General Counsel bé

b7C

Tterintelligence Investigations

DERIVED FROM: G-3 FBICIa ide G-3, dated 1/97.

DECLASSIFICATION EXEMPTION
SE RN

SENEET

6/7/2005




e
- Message Page | of .

ALL INFCOEMATICH COMTAIMNED
HEEEIM I8 UNCLAGSIFIED
DATE (0%-26-2005 By 65179 DMHSCLS

(OGC) (FBI) CA# 05-CvV-0845
From: loce) Fei) b6
Sent: Friday, July 02, 2004 3:39 PM . bIC
To: lcTo) (FB))
Ce: focc) (Fai) loce) Fai bca)

(FBI)
Subject: Case examples for Sunset Provisions of the Patriot Act

SENSITIVE BUT UNCLASSIFIED

NON-RECORD
bé

|- As per our conversation earlier today, attached please find a WP document which lists many cases b7C
the field offices provided to me as examples of our use of the Patriot Act. | have organized this list based upon

the section of the Act that was utilized. For most of these cases, | have very limited information regarding the

case, so the case summaries you mentioned would be very helpful. Where | had additional information, | included

a brief statement that may assist CTD in determining how the Patriot Act was useful to that case. | hope this is

helpful to CTD as they collect examples. :

li | can be of further assistance, please fee!l free to contact me or the National Security Law Branch.

Assistant General Counse] b2
Investigative Law Unit b6
Office of the General Counsel

| , B7C

SENSITIVE BUT UNCLASSIFIED

6/7/2005
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~ Message - Page 1 of 1

DECLABSIFIED BY &517% DMH/CLS
oW 02-25-2005

CA# 05-Cv-0845
OGC) (FBI)
From: | loGe) (Fei | b6
Sent:  Tuesday, July 06, 2004 5:49 PM - b7C
To: | locic) (Fa1y] |(oGe) (Fai
Subject: Synopsis of Field Response for use of Patriot Act Sunset Provisions
_SECEET#ORCONNOFORN
RECORD 66F-HQ-C1364260 b6
Attached is my draft synopsis of the field response to our survey this spring on the use of the b7C

sunset provisions to the Patriot Act. As you will seg, it includes a brief paragraph describing the provision,
general comments from the field anc the number of times the field reported using a provision, along with more
specific examples.

| plan to do my final review of this document on Friday moming, however, wanted to provide you an opportunity to
review it over the next several days if you desire. | plan to seek OGC approval to release this document to CAO
on Friday so that they may respond to the DCl's request for examples.

If you have any questions, I'll be happy to answer them on Friday.

biC

DERIVED FROM: G= ification Guide Q;,@,vd_a_t_gg!_]_/_z,,fqreiqMons

DECLASSIFICATION EXEMPTION 1 = OLHHETITLE

SECRET/ORCON NOFORN——

6/7/12005




Message Page 1 of 6
OECLASSZIFIED BY &5179 DMH/CLS
oM 09-ZE-2005
CAf# 05-Cv-0845
| loGc) (FBI)
L . e
From: | [cTD) (FB)
b7C
Sent:  Friday, July 09, 2004 1:39 PM
To: | loca ean a0uun, \AARI?N E. (0GC) (Fan] |
GCY (FBN)] OGC) (FBY) [ TOGT) TFEN] |
jico) (F8h :
Cc: VAN I:lUi&_DQNALELN_MEi) (FB):; OCA) (FBI) OCA)
(FBI) (OCA) BT}, RKELLEY, PATRICK W, (OGCT i
| [OCA) (FBI)| (OGC) (FBI) be
Subject: RE: Tasking from DCI - Renewed Request for PATRIOT Act Examples b7C
SECREL. b6
RECORD 66F-HQ-A1413614-G
b7C
Attached are the case write ups from CTD (iT'O\, i) that we discussed previously.
[ ] o
b7C
----- Original Message-----
From: [(oca) (FBI)
Sent: Friday, July 09, 2004 1:04 PM
To: BOWMAN, MARION E. (OGC) (FBI)| koGo) (Fen)] |
(0GC) (Fer);| [coGe) (FaI)| [cTo) (Far)] OB
(FBI)
Cc: VAN DUYN, DONALD N. (CTD) (FBI);| kOCA) (FBI); fOCA) b7C
(FBI); OCA) (FBI); KELLEY, PATRICK W. (OGC) (FBIL); foca)
(FBI); (OGC) (FBI) - .
Subject: RE: Tasking from DCI - Renewed Request for PATRIOT Act Examples
UNCLASSIFIED
NON-RECORD
| agree that we should not try to meet during Director Tenel's visit., Wil 11:00 work for others? Please let
me know via email.
Thanks, bé
b7C
----- Original Message-----
From: BOWMAN, MARION E. (OGC) (FBI)
Sent: Friday, July 09, 2004 11:04 AM b6
Toy [oca) (FBI);| GC) (F8I)]
(0GC) (FBN)] |OGC) (FE);] [CTD) (FBD)] b7C
(CD) (FBI)

Joca)TFED] fose) (Fa1y
ject: RE: Tasking from DCI - Renewed Request for PATRIOT Act Examples

6/7/2005

Cc: VAN DUYN, DONALD N, (CTD) (FBI);| [(oca) (FBI)
iOCA? FBI)] {OCA) (FBI); KELLEY, PATRICK W. (OGC) (FBI),
u




. - Message ' _ , Page 2 of 6

UNCLASSIFIED
NON-RECORD

This turns out to be a bad time as Director Tenet is being presented with an award at that time --
perhaps we could maksz it 11007

----- Original Mecsage-----
From: foca) (FBLy : b
Sent: Thirsday Tuly 08 2004 3:56 PM

b7C
To: [oce) ke , loceveesn [ ]

[ [OGC) GEA [Cro) (817 | |(co) (FBD)
(& UYN, DONALD N. (CTD) (FBIJ SIS RGEIF |

OCA) (FBI); BOWMAN, MARION E. (OGC) (FBI);| , I0CAY (FBIY);
KELLEY, PATRICK W. (OGC) (FBI);] | I3RS
(OGC) (FBI)
Subject: RE: Tasking from DCI - Renewed Request for PATRIOT Act Examples

~Importance: Figh

<

UNCLASSIFIED
NON-RECORD

f has inquired about our progress in collecting examples of
the FB! s utcllzat on of “hﬁ ')\A Pm RIOT Acl provisions that are due to sunset.

lam aware that ILU is preparing
tomorrow, | am also aware that C

offices, with a deadiine of CORB
any further examples, particularhy
the EOUSA canvass proven heipf

@ topic that shoult
d some ad

..d haﬂ bem able to gather
he materials | provided from
FBI examples?

'acf\'i:wg down any iria*m

Please try to collect your best examples for inclusion in the classified report being prepared
by the Community Management stail as socn as possible,

4

ble to mcm with the Community
uss the examples gathered so

Also, please advise whether you would be availab
Management rens next Ty sduby
far, and to agree upon a deadline ior the complet

Thank you for your continued assistance on this matter,
] o
- bs
b7C

----- Orlgmal Message----
From:| |(oca) (FBI)

Sent: Thursda 4 9:29 AM
To: (oco) (reD | lcoGo) (kBDY:

[ [OGCy (Fan)f [(CTD) (FBD)}
(CD) (FBI)
Cc: VAN DUYN, DONALD N. (CTD) (FBI);| oo (FBDY] | s

(OCA) (FBI); BOWMAN, MARION E. (OGQ) (FBD)
(OCA) (FBI); KELLEY, PATRICK W. (OGC) (FBI);| [OCA) (FBI);

I [(0GC) (FBI)
Subject: RE: Tasking from DCI - Renewed Request for PATRIOT Act Examples
Importance: High

b7C

6/7/2005




Message

6/7/2005

Page 3 of 6

UNCLASSIFIED
NON-RECORD

Today's rneeting has

been posio
examples. The me

oned to allow us mere time 1o firm up the FBIl's

> uted for next week. Inthe meantime, please
continue to reviey ly provided, contact the necesary
personnel within your re e divisicns/units to sol tional exampies of the
FBI's utilization of the USA PATRIOT Act.

(=28

Thank you,

b2
OCA bé
b7C
----- Original Message-----
From:| joca) (FBIL) bé
Sent: Tuesday, June 29, 2004 8:37 AM .-
To foco) (F1y;] loco) (FBI);  ®7€
[OGC) (FBI); | [CTD) (FBI);
. (CD) (FBI) I—
Cc: VAN DUYN, DONALD N. (CTD) (FBI)," |OCA) (FBI);
[OCA) (FBI); BOWMAN, MARION E. (OGC){EBL);
| [(OCA) (FBI); KELLEY, PATRICK W. (OGC).(FBI)| |

(OCA) (FBI)
Subject: RE: Tasking from DCI - Renewed Request for PATRIOT Act Examples
Importance: High

UMNCLASSIFIED

NON-RECORD

Due to today's planned avacuation drill, the mesting with[lreps has been b2

pasiponed untit Thursday at 11:00 am.

Please advise if you will be able 1o altend.

Thank you, b2

— -
----- Original Message----- .
From:| [OCA) (FBI)
Sent: Friday, June 25 2004 11:10 AM
To{ l(cTD) (FBI); Y
(0GC) (FBI)} (OGC) (FBI)]| |
(0Ge) (rBL)| (CD) (FBI) p7C
Cc: VAN DUYN, DONALD N. (CTD) (FBI);] joca)
(FBI); [OCA) (FBI); BOWMAN, MARION E. (OGC)
(FBI), I_|(OCA) (FBI); KELLEY, PATRICK W. (OGC)
(FBI);| (CTD) (FBI); | [ oca) (F81)
Subject: Tasking from DCI - Renewed Request for PATRIOT Act
Examples

Importance: High '




UNCLASSIFIED

Your assistance is needed on the following tasking:

In letters dated March 23, April 28, and June 14, 2004, Sen. Dianne
Feinstein has requested the Attorney General (AG) and the Director of
Central Intelligence (DCI) to undertake a comprehensive review of the
implementation of the USA PATRIOT Act. Sen. Feinstein's most recent
letter, which includes her earlier letters as enclosures, is attached (see
email from ExecSec).

Sen. Feinstein's letters ccincide with DOJ's own efforts to compile
examples of PATRIOT Act successes for congressional testimony,
required reports, and related purposes. As most of you know, the FBI
has frequently been tasked with collecting such examples.

In an effort to respond to Sen. Feinstein and to create a comprehensive
report on the PATRIOT Act that can be used for different purposes, the
AG and DCl agreed tc the following division of labor: DOJ agreed to
prepare a section-by-section legal analysis of the Act and an unclassified
report on the Act's implementation. Meanwhile, the DCI {through the
Legal Counsel for the Deputy DC! for Community Management) agreed
to draft a classified report containing examples of different PATRIOT Act
provisions, particularly the sixteen provisions due to expire in 2005.

Drafts of DOJ's section-by-section analysis and the unclassified report
are attached. Both of these are in draft form, so they should not

be distributed as finished products. Neveriheless, I'm told that both are
close to completion.

Earlier this week, the FBI was tasked with providing input for the
classified report on the sixteen provisions due to sunset. Specifically,
we have been asked to compile ten to fifteen "examples that reflect the
FBl's use of these provisions and how they have enhanced the
accomplishment of the FBI's mission.'

| had hoped that we might already have sufficient examples from prior
taskings to satisty this request, but it appears that we may have
purposely avoided compiling classified examples, and many of our
unclassified examples have apparently been included in DOJ's draft
report. Accordingly, | am seeking your assistance in compiling additional
PATRIOT Act examples.

There is some good news here: In the process of preparing the

attached unclassified report, DOJ canvassed all of the US Attorneys
across the country for examples. While most provided unctassified
exampies, many also provided classified examples. | met with Matthew
Berry in DOJ's Office of Legal Policy and obtained copies of these
classified examples. This morning, | will deliver copies of this material,

as well as the tasking from the DCI and related materials prepared by the
FBIl in March, to each of the recipients in the "to" line above.

My preliminary review of the classified materials supplied by US
Attorneys suggests we will need to do some follow-up to come up with
good examples. Presumably, however, most of the examples are
derived from FBI cases, so we should have a good head start.

Ideally, the DCI would like to receive our examples by next Friday, July

6/7/2005




2, 2004, and FBI Detaile
are coordinating this effort for the Inteliigence Community (IC). They
would like to meet with us next Tuesday, June 29,2004 to talk about the

bE project. I'm hoping that, by Tuesday morning, we can review the
materials from DOJ and reexamine any PATRIOT Act examples

b7C compiled in response fo brevious taskings, so they we can
providel and ith a realistic estimate of the examples already
collected, and the time needed to put them into final form. Itis my hope

that we may have enough raw material {c develop the requested
examples, bul | will need your input in making this assessment and
collecting any additional facts. '

Please respond by email or phone regarding your availability for a
meeling on Tuesday morning, June 29, at 10:00 am (here at FBIHQ) to
discuss this matter further with our colleagues from the IC. (Those
copied on this email are also welcome to attend.)

Thank you very much,

b2

Office of Congressional Affairs

b7C

UNCLASSIFIED
UNCLASSIFIED

UNCLASSIFIED

DERI R i urces:

6/7/2005
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+ 4= - Message

B

(OGC) (FBI)

From:

loce) (e

Sent: Friday, July 08, 2004 4:34 PM

To:

Subject: Patriot Act Sunset Provisions: Summary of Field Survey

_SECRET/ORCON,NOEORN

RECORD 66F-HQ-C1364260

(OGC) (FBI)

Page | of |

DECLASSIFIED BY &517% DMH/CLS
o 00-25-2005

CA# 05-CV-0845

bé

b7C

bé
b7C

- Attached is the draft summary of the field survey we conducted seeking input on the sunset provisions. As

you are aware, | am continuing to update this with additional examples provided by CTD. However, is OGC
sufficiently satisfied with the current version to reiease this to OCA so that they may develop a response to letters

from Senator Feinstein and any other congressional responses as they see fit?

Please feel free to contact me if you have any additional questions.

Thanks --

b2
bé

b7C

-3 FB| Classification Guide G-3, dated 1/97, Foreign Counterintelligen

DECLASSIFICATION EXEM
SECRET//ORCON

6/7/2005




"~ Page 1 of |

Message
[OGC) (FBI) EE)?%{ET
From: | kFBI) b2 ‘ DALE: 09-26-2005
Sent: Friday, July 09, 2004 5:01 P b7C , LD w;;.m”w DMH/CLS
To: | |(OGC) (BhH BB DECTASSIFY CM: ~2030
. CA# C5-CVv-0845
Subject: FW:
Follow Up Flag: Follow up DATE: 12-07-2005
CLAZSTEIED Y BE1TE DHM LE CWC
Flag Status: Flagged REASCH: 1.4 ()

DECLAREIFY OK: 1Z-07-2030

ALL INFORMATION COMNTAINED
FEREIM I UNCLABEIFIED EHCEPT

RECORq b2 , b7A, b7E ) WHERE SHOWN OTHERWISE

| heard back from the Case Agent.
FISA trap & pen section of [03/19/2004 £C re

He's provided the file number of the three cases ailuded o inthe 45
the use of PATRIOT Act authorities.

b6

b2 , b6, b7C, bIE _ biC

----- Original Message--——- b7E
Froml |(FBI) bl

Sent: Friday, Ju 2004 3:42 PM b2
To: (FBI) b2 , b6, bIC, bIE
Subject: b7a

b7E
SECREL-

RECORD]| | b2 , b7A, bTE

18]

DERI : L
DECLASSIFICATION EXEMP

SECRET

6/17/2005




DATENS S #&n-2005

CLASE ) BY 65179 DMHSCLS

REA®UN: 1. (2] DATE: 12-N7-2005

DECLASSTEY ON: 09-26-2030 ' CLASSIFIED BY 65179 DHM LE CWC
CA# 05-Cv-0845 - SE T REABON: 1.4 (C]

SECBXT/ORCONNOFORN
ATT, THMEPOQRMATION CONTATMED

HEREIN I3 UNMCLAZZSIFIED EXCEFRFT

|: S :I WHEREE SHCWN QTHERWISE bl

b2

|:S:| b7a

b7C

(U) Background liiformation : b7E

X 1al

bl
bz
b6
b7a
b7C

h7E

Section 203 - Information Sharing

(U) The has been utilizing Federal Grand Jury Subpoenas to
obtain financial records, telcphone records, Internet usage and laison with local Jaw b2
enforcement intelligence branches. b7E

SE[:)(ET

S.IQCWRCON/L\‘ OTORN




"
4 '8 Message Page 1 of 1

A

CECLASEIFIED BY 55179 LCMH/CLS
oM 09-26-2005

| loGcey (Faiy

From: | locc) (Fai

Sent: Tuesday, July 13, 2004 7:03 PM b6
To: | |(occ) (Fei b7C

Subjéct: Sunset Examples

_SECRET/ORCON,NOFORN

RECORD 66F-HQ-C1364260

- Attached is my final version cf the sunset examples. I've incorporated some of the CTD examples.
NSLB) should be in touch with you tomorrow with additional information on the remainder of the
CTD examples. (The SA she needed to speak with was out of the office today.) We found that some of the case
examples provided by CTD dic not in fact rely upon any of the sunset provisions at all, so they fell out of the
analysis. (not unexpectedly)

You will also see that | added two peragraphs addressing the:I:ase as | mentioned. | do think this b2
bolsters the argument that we need io ensure that 209 does nol sunset, especially since we do not have many
examples of using this provision. bé

' , b7a
| also added a computer trespasser excepticn example that involves a hack into th computer
systems. f s my source for almost all the 217 examples). as going 1o check with b7C
the 0 ensure that they will not be upsel if this is used. | told him that we will assume my current

summary is OK unless he contacts you iomorrow.

I think this should be sufficient. However feel free 1o contact me if you need anything further. You can reach me
either at home or via my cell phonel |over tne next lwo days. 1 plan to be here or Friday if this is
still hanging on by then. ’

Thanks --
b6

[ ] b7c

TDERIVEDFROM:-G-3 EBI Classification Guide (-3, dated 1/97, Foreign Cou;
DECLASSIFICATION EXEMPTION 1
,NOFORN

6/7/2005




- = Message

From: |

Sent: Wednesday, July 14, 2004 1:05 P

To:

(OGC) (FBI) (OGC) (FBI)

Cc:

lloGe) (FB)

Subject: Sunset Provisions

T
RECOR% XXXX

o]

DATE: 12-07-2005

CLASSIFIED BY 65179 DHM LP CWC
REASON: 1.4 (C)

DECLASESIFY ON: 12-07-2030

b2

|— | reviewed the summaries for the following cases: ¢

b7A

b7C

Page 1 of 1

|OGC (FB1) Ch# 05-CV-0845
— e e e A e
|(OuC) (FBY) HEREIN IS UNCLASSIFIED EXCEDT
b7C WHERE SHOWN OTHERWISE

bl
b2
beé
b7C
bL7E

L

| added information to each one of these summaries (moét often at the end) to reflect why the provision was

important to the investigation.
should be deleted as it does no

two instances
refer to other

With respect tof [5SA [pelieves that this summary

imp_icate any PATRIOT Act provisions. | have also noted within the document

nd in which SSA elieved that the summaries actual!y

rovisions. vve Ne

ve marked those and noled the more-applicable provisions.

If you have any guestions, please let me know. Thanks. :l

6/7/2005

bé
b7C

bé
b7A

b7C




7 Message

Ca#t QR-_Cv-_08408

SERGET

I |(0GC) (FBI)
From: | |OC C) (FBY) b6
Sent: Thursday, July 15, 2004 12:47 PM b7C
To: | loce) 78y

Subject: RE: Patriot Act Sunset Provisions: Summary of Field Survey

_SECRET/ORCON,NOFORN

RECORD 66F- HQ C13642560

Met witH

be included and whict
included them {s
included them, lell
as | pass them ic

Section 201 - notih

Section 203:

Page 1 of 2

ALL INFCEMATION COMTAINED
HEREIM I8 UNCLABSIFIED EXCEPT
WHERE SHOWH OTHERWIZE

DATE: 12-07-2005
IFIED BY ©517% DHM LP CHC
M: 1.4 ()

DECLASESIFY ON: 12—

07-2030
bé
b7C

rples should

ve already

f you have not
will comment

8

bl

bé
Section 206 -- Roving FISA -- nothing more than w & i5 oul because they never got —

b7C

Section 214 |: S :|

()

s one

s oul because they got a

Section 218

|12

Section 220

6/7/2005




~7= Message ‘ Page 2 of 2

SERQET

bé
b7A

igi b7C
----- Original Message-----
From:| loce) (Faly
Sent: Friday, July 09, 2004 4:34 PM o
To{ foGe) (FeI)
Subject: Patriot Act Sunset Frovisions: Summary of Fiek! Survey | b1C

SECHET/ORCON, NOFORN

RECORD 66F-HQ-C1364260

I:l Attached is the draft summary of the field survey we conducted seeking input on the sunset

— S Y " g bé
provisions. As vou are aware, | am continuing to update this with additional examples provided by CTD.

biC

Please feel free to contact me if you have any additional guestions.

Thanks --

b2

bé

b7C

DERIVEDF 1. G-3 FBI Classificalion Guide (-3, dated 1/97, Foreign

DECLASSIFICATION EXEMIZHONT
ICONNOFORN

DERIVED FR’ TG fication Guide G-3, dated 1/97, Foreign C
DECLASSIFICATION EXEMPTION 1
SECRET i

€ Investigations

g AL~ - AL 4

SECRET

6/7/2005
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FPage 38 ~ Duplicate

Page 39 — Duplicate

Page 40 — Duplicate

Page 44 — bl, b2, ba, b7a, b7C, bT7E
Page 45 ~hl, b2, ha, b7a, b7, bTE
Page 46 —bl, b2, bd, b7a, 72, W7D, b7E
Page 47 —~ b1, hZ, ha, b7a, b7C, W7D, bTE
Page 48 —~ bl, b2, ba, b7a, 072, b7, b7E
Page 49 — hl, b2, ba, b7a, 072, b7, b7E
Page 50 —~ bl, b2, bha, b7C, 70, bTE
Page 51 ~ bl b2 ha b7a W72 070, b7E
Page 52 ~bl, bz, ba, b7a, b7, 070, b7E
Page 53 ~ bl, b2, ba, b7a, 072, b7, b7E
Page 54 —bl, b2, bd, b7a, 72, W7D, b7E
Page 55 —~ hl, b2, ha, b7a, b7C, W7D, bTE



FPage
Page
FPage
FPage
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56 ~— bl bZ ba, W7C, BTVD, bTE
ST ~hl, bz, ba, bTC, W7D, bTE
58 ~hl, b2, ba, b7C, 7D, bTE
59 ~hl, bz, ba, b7a, B7C, BTE
60 ~hl, b2, ba, b7a, B7C, BWTE
61 —hl, b2, ba, b7a, WTC, hTE
62 ~hl, b2 ba, b7a, b7, b7TD, bTE
63 ~bl, b2 ba b7a b7C b7D, bYE
64—kl bZ ba, b7aA B7C BTE
65 —hl, bZ ba, W7a W72, b7, hTE
66 ~hl, b2, ba, b7a, b7, b7, bTE

Page 74 — b2, b7ra, b7D, b7E
Page 75 — Duplicate
Page 76 — Duplicate
Page 77 — Duplicate
Page 78 — Duplicate
Page 79 — Duplicate
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FPage
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FPage
FPage

30 — Duplicate
51 — Duplicate
52 ~ Duplicate
23 — Duplicate
54 — Duplicate
55 — Duplicate
26 — Duplicate
27 — Duplicate
58 — Duplicate
59 — Duplicate
90 — Duplicate
100 — Duplicate
1035 — Duplicate
104 — Duplicate
105 — Duplicate
108 — Duplicate

107 — Duplicate
110 — Duplicate

111 — Duplicate

112 — Duplicate
113 — Duplicate
117 ~hl, b2 _hd, b7a b7C, BWTE
119 —bl, b2 bd, b7a, b7C, bTE
140 — Duplicate
141 — Duplicate
142 — Duplicate
145 — Duplicate
144 — Duplicate

145 — Duplicate
148 — Duplicate
147 — Duplicate
148 — Duplicate
149 — Duplicate
158 — Duplicate
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159 — Duplicate

160 — Duplicate

162 —~ b5

163 —~ b5

184 —hil, bs ha, b7s, b7

165 ~bl, b2, b5, be, b7A. b7C, b7D. bTE
166 ~bl, b2, b5, b7E

167 ~bl, b2 ba, b74, b7C. b7E

168 —hl, b2 b5, be, b7C,. h7E

169 — b2, b5, b7D, bT7E

170 ~ b5, bé, b7a, b7

171 ~ b1, bZ, b5, b7E

172 ~ bl b2 b5 h7E

173 ~ b1, b2, b=

181 ~bl, b2, bé, b7A, b7C, L7E

182 ~ bl, b2, bé, b7A, b7C, b7E

183 ~ bl b2 hé, h7a. h7C, b7D, b7E
154 — b1, b2 be, b74A b7, b7D, B7E
185 —~hl, b2, be, b7A, b7C, b7E

186 ~ bl, b2, ha, 74, b7C, 7D, b7E
187 ~bl, b2 ha, h74, b7C, b7, b7E
188 — b1, b2, be, b7C, b7D, b7E

189 ~bl, b2, he, b7A bTC, b70, B7TE
190 ~ b1, b2, bé, b74A, b7C, 70, b7E
191 ~bl, b2 ha, bh74 b7C, b70, W7E
192 ~ b1, b2 be, b74A b7C, b7D, B7E
193 — b1, b2, ba, b7C, 7D, b7E

194 ~ b1, b2, ba, b7C, 7D, b7E

195 ~ b1, b2, ba, b7C, W7D, b7E

196 — b1, b2, be, b7C, b7D, b7E

197 — b1, b2 bé, b7A, b7C, b7E

198 ~ b1, b2, ba, b7A, b7C, b7E

199 —~ b1, b2 ba, b74, b7C. W7E

200 ~ b1, bZ, bé, bT74, b7C, b7D, b7E
201 ~bl, b2, bé, bT4A, b7C, b7D, WTE
202 ~ b1, b2, bé, b7A, bTC, b7E

203 ~ b1, bZ b, b74, b7C, b70, b7E
204 —bl, b2, bé, bTA, bTC, b70, bTE
206 ~ b5

207 ~ b5

208 ~ b1, b5, ba, b74A, b7C

202 — b1, b2 b5, bé, b74. b7C, b7D. h7E
210 ~ b1, b2, b5, bE, b7A. b7C. b7D. bTE
211 ~ b2, b, b7A, bTC, bTE

212 ~ b1, bZ b5, ba, b7a, b7C, b7E
213 ~ b2, b5 bT7E

214 — bz, b5, b7D, bTE

215 ~ b3, b, bTA, bTC

216 ~bl, b2 bS5, bT7E

217 ~ b1, bZ b5, b7E

218 ~bl, b2, bs
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FPage
FPage
FPage
Fage
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FPage
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Page
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Page
Page
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239 —h5

240 — hs
241 ~hl,
242 ~hl,
243 —hi,

244 —h2,
245 ~hl,
246 ~hl,
247 — 1,
248 — h2,
249 — hs5,
250 ~ b5,
251 —hl,
252 —hl,
253 ~h2,
255 ~hl,
256 —hl,
257 —hl,
258 —hl,
259 ~1hl,
260 —hl,
261 —hi,
262 ~hl,
263 ~hl,
264 —hl,
265 —hi,
266 —hl,
267 ~hl,
268 — b,

269 —hi,

270 —hl,
271 ~hl,

272 ~1hl,

273 ~1hl,
274 —hl,

275 ~hl,

276 ~hl,
27T —~hl,

b5, ba, b7a, brc

bz, b5, ba, b7A, b7C, W7D, bT7E
b2, ba, bd, W72, bTE

hs, b7a, bTE

b2, b5, hé, b7, bTC, bTE

bz, b5 b, BFC, bTE

bz bi bTE

hs, W7D, bTE

ha, bra, b

bFa

b2 b5i bTE

bz, b

hs, bTE

bz, ba, b7a, BW7C, bT7E

b2 ba, b7a BW7C, bTE

b2, ba, b7a, W7, B7D, WTE
b2, ba, b7a, W7, W7D, bTE
bz, ba, b7a, 70, b7D, bTE
b2, b5 b, b7A bTC WD, bTE
bz, ba, b7C, W7D, b7E

b2, ba, b7a, b7, bTD, bTE
bz, ba, b7a, b7, 7D, WTE
b2 ba, b7a, 70, b7D, bTE
b2, ba, b7a, W7, B7D, WTE
b2, ba, b7a, W7, W7D, bTE
bz, ba, b7C, brD, b7E

bz, ba, b7C, b7D, bTE

bz, ba, b7C, W7D, b7E

bz, ha, b7a, W7, bTE

bz, ba, b7a, BW7C, bT7E

bZ ba, b7a BW7C, bTE

b2, ba, b7a, b7, BYVD, BTE
b2, ba, b7a, W7, W7D, bTE
bz, ba, b7a, WrC, bT7E

bz, ba, b7a, 70, b7D, bTE
b2, ba, b7a, W7, 7D, WTE
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CA # 05-Cv-0845

From presentation

Patriot Act Qverview

L Substantive Criminal Offense:

A.

Deterrence and Prevention of Cyberterrorism: 18 U.S.C. § 1030, Computer Fraud and Abuse Act.

1. makes explicit that a hacker need only intend damage, not a particular #ype of consequence or degree of
damage; _

2. adds a new offense for damaging computers used for national security or criminal justice (a)(5)(B);

3. makes explicit that the definition of “protected computer” includes computers in foreign countrics so
long as there is an effect on U.S. interstate or foreign commerce--so foreigner hacking through a U.S.
computer violates 1030--allows US to assist in international hacker investigation or gives US option of
prosecuting such criminals int he U.S.; '

4, allows losses to several computers from a hacker’s course of conduct to be aggregated for purposes of

meeting the $5,000 jurisdictional threshold under (2)(5)(B).

Adds definition of “loss™ as including “any reasonable cost to any victim...”

6. increases penalties for hackers who damage protected computers (from a maximum of 10 years for
first offenders & a maximum of 20 years for repeat offenders) also eliminated mandatory minimum;

7. counts state convictions as “prior offenses” for purpose of recidivist sentencing enhancements

w

II. Investigative Tools: Most provisions will sunset December 31, 2005.

A

Predicate Offenses: Amends 18 U.S.C. § 2516(1): adding felony violations of 18 U.S.C. § 1030 to the list of
predicate offenses,' authorizing wiretap order to intercept wire communications (those involving the human
voice). Also adds Terrorism offenses as predicate offenses.

Obtaining Voice-mail and Other Stored Voice Communications: stored wire communications are covered
under the same rules as stored electronic communications. Thus, law enforcement can now obtain such
communications using the procedures set out in section 2703 (such as a search warrant), rather than those in
the wiretap statute (such as a wiretap order).

Scope of Subpoenas for Electronic Evidence: expands list of “basic subscriber” records that law
enforcement authorities may obtain with a subpoena. The new subsection 2703(c)(2) includes “records of
session times and durations,” as well as “any temporarily assigned network address.” In the Internet context,
such records include the Internet Protocol (IP) address assigned by the provider to the customer or subscriber
for a particular session, as well as the remotc IP address from which a customer connects to the provider.
Moreover, the amendments clarify that investigators may use a subpoena to obtain the “means and source of
payment” that a customer uses to pay for his or her account with a communications provider, “including any
credit card or bank account number. :

Emergency Disclosures by Communications Providers:

1. amends subsection 2702(b)(6) to permit, but not require, a service provider to disclose to law
enforcement either content or non-content customer records in emergencies involving an immediate
risk of death or serious physical injury to any person. This voluntary disclosure, however, does not

! This amendment does not affect applications to intercept electronic communications in hacking

investigations. As before, investigators may base an application to intercept electronic communications on any federal
felony criminal violation. 18 U.S.C. § 2516(3).




create an affirmative obligation to review customer communications in search of such imminent
dangers.

2. clarifies that service providers do have the statutory authority to disclose non-content records to
protect their rights and property. (subsection 2702(c)(3)).

E. Intercepting the Communications of Computer Trespassers

1. allows victims of computer attacks to authorize persons “acting under color of law” to intercept the
communications of a computer trespasser transmitted to, through, or from a protected computer.?
Both criminal and intelligence investigations qualify, but the authority to intercept ceases at the
conclusion of the investigation.

2. Four requirements must be met before monitoring can occur:

a. the owner or operator of the protected computer must authorize the interception of the
trespasser’s communications.

b. the person who intercepts the communication must be lawfully engaged in an ongoing
investigation. ‘

c. the person acting under color of law must have reasonable grounds to believe that the contents
of the communication to be intercepted will be relevant to the ongoing investigation.

d. investigators are permitted to intercept only the communications sent or received by

trespassers. Thus, this section would only apply where the configuration of the computer
system allows the interception of communications to and from the trespasser, and not the
interception of non-consenting users authorized to use the computer.

3. Anticipate further DOJ/FBI guidance on procedures to document “consent”

Nationwide Search Warrants for Stored Communications:

1. allows investigators to use section 2703(a) warrants to compel records outside of the district in which
the court is located, just as they use federal grand jury subpoenas and orders under section 2703(d).
2. This change enables courts with jurisdiction over investigations to compel evidence directly, without
requiring the intervention of agents, prosecutors, and judges in the districts where major ISPs are
located.
G. Authority for Delaying Notice of the Execution of a Warrant
1. amending 18 U.S.C. § 3103a to create a uniform statutory standard authorizing courts to delay the

provision of required notice if the court finds “reasonable causc” to believe that providing immediate
notification of the execution of the warrant may have an adverse result as defined by 18 U.S.C. § 2705
(including endangering the life or physical safety of an individual, flight from prosecution, evidence
tampering, witness intimidation, or otherwise seriously jeopardizing an investigation or unduly
delaying a trial). The section provides for the giving of notice within a “reasonable period” of a
warrant’s execution, which period can be further extended by a court for good cause.

2. the Department may be providing additional guidance with respect to the use of this delayed notice
provision. The Department expects that delayed notice will continue to be an infrequent exception to
the general rule that notice of the execution of a warrant will be provided promptly.

H. Clarifying the Scope of the Cable Act: amends title 47, section 551(c)(2)(D), to clarify that ECPA, the
wiretap statute, and the trap and trace statute govern disclosures by cable companies that relate to the provision
of communication services — such as telephone and Internet services. The amendment preserves, however, the
Cable Act’s primacy with respect to records revealing what ordinary cable television programing a customer

2 “computer trespasser” is defined to include any person who accesses 4 protected computer (as
defined in section 1030 of title 18) without authorization. In addition, the definition explicitly excludes any
person “known by the owner or operator of the protected computer to have an existing contractual
relationship with the owner or operator for access to all or part of the computer.” 18 U.S.C. § 2510(21).




1 National Security: all provisions below will sunset in December 2005

1.

Foreign Intelligence Information: amends 50 U.S.C. 1804(a)(7)(B) and 1823(a)(7)(B) to permit FISA
surveillance and search requests if they are for a “significant” intelligent gathering purpose, rather than
“the” purpose. Suggests a recognition that parallel intelligence and criminal investigations may occur
on the same target.

Roving Surveillance: expands FISA court orders to allow “roving” surveillance similar to Title IIL

~ Duration of FISA surveillance: for electronic surveillance, the initial period authorized for 120 days

(from 90 days) and extensions from 90 days to one year. For physical searches, the initial period
authorized for 90 days (from 45).

Pen Register and Trap and Trade Authority under FISA: allows order based only on certification that
the information obtained would be relevant to an on-going intelligence investigation when it is for the
protection against international terrorism or c¢landestine intelligence activities, provided that
mvestigations of U.S. persons is not based solely on First Amendment activities.

Access to Records and Other Items under FISA: Requires a FISA court order to obtain business
records; allows any FBI designee no lower than Assistant Special Agent in Charge to apply to FISA
court for ex parte order; limits the use of this authority to investigations to protect against international
terrorism or clandestine intelligence activities; investigations of U.S. persons may not be based solely
on First Amendment activities.

1L Information Sharing and Other Provisions

A Authority to share criminal investigative information.

1.

Grand Jury Information: Allows intelligence or counterintelligence or foreign intelligence information
obtained in grand jury proceedings or otherwise as part of a criminal investigation to be shared with
any Federal law enforcement, intelligence, protective, immigration, national defense, or national
security official in order to assist the official receiving that information in the performance of his
official duties.

a. Requires 6(e) notification to court after disclosure stating the fact that such information was
disclosed and the departments, agencies, or entities to which disclosure was made.

Title ITf Information: Any investigative or law enforcement officer, or attorney for the Government,
who by any means authorized by this chapter, has obtained knowledge of the contents of any wire,
oral, or electronic communication, or evidence derived therefrom, may disclose such contents to any
other Federal law enforcement, intelligence, protective, immigration, national defense, or national
security official to the extent that such contents include foreign intelligence or counterintelligence (as
defined in section 3 of the National Security Act of 1947 (50 U.S.C. 401a)), or foreign intelligence
information (as defined in subsection (19) of section 2510 of this titlc), to assist the official who is to
receive that information in the performance of his official duties.

Foreign Intelligence Information: Notwithstanding any other provision of law, it shall be lawful for
foreign intelligence or counterintelligence (as defined in section 3 of the National Security Act of 1947
(50 U.S.C. 401a)) or foreign intelligence information obtained as part of a criminal investigation to be
disclosed to any Federal law enforcement, intelligence, protective, immigration, national defense, or
national security official in order to assist the official receiving that information in the performance of
his official duties.




Recipient may use the information only as necessary in the conduct of that person’s official duties
subject to any limitations on the unauthorized disclosure of such information.

Attorney General must establish procedures for the disclosure of information pursuant to Title III
and Rule (6)(e) that identifies a U.S. person.

Requires the Attorney General to disclose to the CIA Director foreign intelligence acquired by the
Justice Department in the course of a criminal investigation, except when disclosing such information
would jeopardize an ongoing investigation.

B. Secret Service Jurisdiction: Amends 18 U.S.C. 1030(d)(1):

1.

2.

The United States Secret Service shall, in addition to any other agency having such authority, have the
authority to investigate offenses under the Computer Fraud and Abuse Act.

The Federal Bureau of Investigation shall have primary authority to investigate offenses under
subsection (a)(1) for any cases involving espionage, foreign counterintelligence, information protected
against unauthorized disclosure for reasons of national defense or foreign relations, or Restricted Data
(as that term is defined in section 11y of the Atomic Energy Act of 1954 (42 U.S.C. 2014(y)), except
for offenses affecting the duties of the United States Secret Service pursuant to section 3056(a) of this
title.

Such authority shall be exercised in accordance with an agreement which shall be entered into by the
Secretary of the Treasury and the Attorney General.

C. Expansion of National Electronic Crime Task Force Initiative.

1.

Directs the Secret Service to develop a national network of electronic crime task forces, based on the
New York Electronic Crimes Task Force model, for the purpose of preventing, detecting, and
investigating various forms of electronic crimes, including potential terrorist attacks against critical
infrastructure and financial payment systems.

D. Development & Support of Cybersecurity Forensic Capabilities: Requires the Attorney General to establish
regional computer forensic laboratories.

December 28, 2001

CAWINDOWS\TEMP\PATRIOTA . WPD
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DATE 08-08-2005 By 65179 dmh/cls

April 1, 2003 CA# 05-Cv-0845

The Honorable John D. Ashcroft
Attorney General of the United States
U.S. Department of Justice

950 Pennsylvania Avenue, N.W.
Washington, DC 20530

Dear Attorney General Ashcroft:

As the Chairman and Ranking Member of the House Committee on the Judiciary, it is our responsibility to conduct
oversight of the Department of Justice’s efforts to combat terrorism, which includes implementation of the USA
PATRIOT Act (“Act”) signed into law by President Bush on October 26, 2001. In response to our letter of June 13, 2002,
you provided us with information regarding the use of these new tools, which helped us to understand the complexity and
extensive scope of the effort to implement the law.

The Department of Justice has also been faced with significant new challenges to which it has responded using existing
authorities as well as those contained in the Act. This letter seeks information regarding the use of preexisting authorities
and the new authorities conferred by the Act.

Unless otherwise indicated, please provide your responses to the Committee current through March 31, 2003. In addition,
if any answer requires the disclosure of classified material, please provide those answers under separate cover to the
Committee or to the House Permanent Select Committee on Intelligence (“HPSCI”) in accordance with appropriate
security procedures. We will review those responses under appropriate procedures that HPSCI and this Committee
establish pursuant to the rules of the House.

To the extent that a question relates to the authority or operations of the Immigration and Naturalization Service, all of
which have been transferred to the Department of Homeland Security (“DHS”), you may either answer the question or
refer the questions to the appropriate official at DHS. If you refer the question to DHS, please notify us of the identity of
the official to whom the question has been referred.

Please respond to the following questions:

USA PATRIOT Act

1. Section 215 of the Act amended 50 U.S.C. § 1861 to allow the FBI Director or his designee (who must hold the
rank of Assistant Special Agent in Charge or higher) to apply for an order from the Foreign Intelligence
Surveillance Court for “the production of tangible things (including books, records, papers, documents, and other
items) for an investigation to protect against international terrorism or clandestine intelligence activities . . . .”

Such an investigation may only be conducted under guidelines approved by the Attorney General under Executive
Order 12333 (or a successor order ). 50 U.S.C. § 1861(a)(2)(A).

A. - What guidelines has the Attormey General approved under Executive Order 12333 or a successor order for
the conduct of such investigations?

B. Before such an order can be sought, do the guidelines require that the FBI have already established

http://www.house.gov/judiciary/patriot040103.htm ' 6/8/03
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probable cause that a person under investigation is an agent of a foreign power? What is the Department’s definition of
“probable cause” and how has it changed since September 11, 2001?

C. Please produce all guidelines approved under Executive Order 12333 or a successor order for the conduct
of such investigations.

2. Such investigations also may not be conducted of a United States person solely on the basis of activities protected
by the First Amendment to the Constitution of the United States. 50 U.S.C. § 1861(a)(2)(B). Other authorities
under the Foreign Intelligence Surveillance Act (“FISA”) are also subject to the limitation that an investigation of
a United States person in which those authorities are used may not be conducted solely on the basis of activities
protested by the First Amendment to the U.S. Constitution. See, e.g., 50 U.S.C. § 1842 (regarding pen register and
trap and trace orders under FISA).

A. In seeking such orders, does the government make an explicit certification that an investigation of a United
States person is not being conducted solely on the basis of activities protected by the First Amendment to
the Constitution of the United States?

B. In issuing such orders, does the court make an express finding that an investigation of a United States
person is not being conducted solely on the basis of activities protected by the First Amendment to the
Constitution of the United States?
3. The Department has increased the use of “national security letters” that require businesses to turn over electronic
records about finances, telephone calls, e-mail and other personal information.

A. Please identify the specific authority relied on for issuing these letters.

B. Has any litigation resulted from the issuance of these letters (i.e. challenging the propriety of legality of
their use)? If so, please describe.

4, Has any administrative disciplinary proceeding or civil action been initiated under section 223 of the Act for any
unauthorized disclosure of certain intercepts? If so, please describe each case, the nature of the allegations, and the
current status of each case.

S. In the Administration’s 2004 Budget Request, DOJ is requesting $22 million to establish an automated cross-case
analytical system to facilitate sharing case specific information through the agencies that belong to the Organized
Crime Drug Enforcement Task Force Program. These include law enforcement agencies in DOJ, the Department
of Homeland Security, and the Department of Treasury. Is this system also intended to facilitate implementation of
the authority to share criminal investigative information with intelligence officials under Section 203 of the Act?
Will it be used for that purpose?

6. What has been the role of the Department in establishing standards or procedures regarding implementation of the
authorities provided in Section 358 (Bank Secrecy Provisions and Activities of United States Intelligence
Agencies to Fight International Terrorism)? Please provide any written guidance regarding the requirements of
that section that the Department has either issued or approved.

7. What are the dollar amounts that have been paid under the reward authorities provided in Section 501 of the Act or
the terrorism related awards under the newly enacted 28 U.S.C. § 530(C)(b)(1)(J)? How many non-U.S. citizens
have received rewards under these authorities?

8. The Administration’s Office of Justice Programs 2004 Budget request includes a $12 million increase for Regional
Information Sharing System (RISS) improvements. The request refers to Section 701 of the USA PATRIOT Act

http://www house. gov/judiciary/patriot040103.htm 6/8/03
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and states that the requested increase will be used to expand RISS’s accessibility to state and local public safety agencies
to share terrorism alerts and related information. Please provide the Committee with a description of the
management oversight process by which DOJ will ensure that the proposed expenditures will accomplish
improvements in the U.S. information infrastructure and the specific improvements that are envisioned. Please
provide copies of any guidance issued to state and local agencies with respect to the further dissemination of such
materials.

9. Under section 213 of the USA PATRIOT Act, a court may order a delay in any notice of the execution of a search
warrant if “the court finds reasonable cause to believe that providing immediate notification of the execution of the
warrant may have an adverse result,” which is defined as (1) endangering the life or physical safety of an
individual, (2) flight from prosecution; destruction or tampering with evidence; (3) intimidation of potential
witnesses; or (4) otherwise seriously jeopardizing an investigation or unduly delaying trial. Please respond to the
following questions regarding the use of this authority:

A. How many times has the Department of Justice sought an order delaying notice of the execution of a
warrant under this section?

B. How many times has a court ordered the delay in such notification?

10.  That same section allows the notice to be delayed when the warrant prohibits the seizure of among other things,
any tangible property, unless “the court finds reasonable necessity: for the seizure.” 18 U.S.C. § 3103a (b)(2).

A. Since the enactment of that section, how many times has the government asked a court to find reasonable
necessity for a seizure in connection with delayed notification under this section?

B. On what grounds has the government argued that seizure was reasonably necessary under a warrant for
which the government also asked for delayed notification?

C. How often has a court found “reasonable necessity for the seizure” in connection with a warrant for which
it also permitted delayed notification?

D. How often has a court rejected the government’s argument that a seizure was reasonably necessary in
connection with a warrant for which the government sought delayed notification?

E. On what grounds have the courts found that the seizures were reasonably necessary in connection with
warrants for which delays in notification were granted?

F. What grounds have the courts rejected as establishing reasonable necessity for a seizure in connection with
a warrant for which the government sought delayed notification?

11.  That same section allows a court to order delayed notice when “the warrant provides for the giving of such notice
within a reasonable period of its execution, which may be extended for by the court for good cause show.” 18
U.S.C. § 3103a(b)(3).

A. What are the shortest and longest periods of time for which the government has requested initial delayed
notice?
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B. On what grounds has the government argued that the period of delayed notification was reasonable?

C. How often has the government sought an extension of the period of delayed notice?

D. On what grounds has the government asked for an extension of the period of delayed notice?

E. How often has a court rejected the government’s request for delayed notification on the ground that the
period for giving delayed notice was unreasonable?

F. On what grounds have the courts rejected the government’s position that the period for giving delayed
notice was reasonable?

G. How often has a court rejected the government’s request for an extension of the period of delayed
notification?

H. On what grounds have the courts rejected the government’s argument that an extension of the period for

delayed notice was reasonable?

12.  OnJanuary 21, 2003, the Wall Street Journal published an article entitled “New Powers Fuel Legal Assault on
Suspected Terrorists.” That article claims that the Department of Justice is using information that was “previously
largely unavailable” and that had been obtained from FISA surveillance to support criminal prosecutions.
According to the article, this information is now available to prosecutors as a result of the FISA Review Court’s
decision regarding the meaning of the Act’s amendment to FISA permitting the government to obtain a
surveillance order when “a significant purpose,” (rather than “the purpose”) of the surveillance is to collect foreign

intelligence.

A. Prior to the FISA Review Court’s decision, as long as surveillance was properly ordered for “the purpose”
of collecting foreign intelligence, was there any legal impediment to prosecution of a crime using evidence
obtained under FISA?

B. Please identify all cases brought since the FISA Review Court’s decision that use information that was

previously unavailable under FISA procedures.

C. Please explain why such information was unavailable and why it became available following the FISA
Review Court’s decision.

13.  The FISA Review Court’s decision permits enhanced coordination between law enforcement and intelligence
officials.

A. What FISA-related training is currently being planned or conducted?
B. What topics will it address?

C. Who will give the training?

D. Who will receive the training?

E. [s the training going to be coordinated with the Intelligence Community in general and/or the Director of
Central Intelligence?
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14. How many emergency FISA surveillance orders did the Department of Justice process between FISA's enactment
and September 11, 2001? How many has it processed since September 11, 2001? Has the change from 24 to 72
hours in 50 U.S.C. 1805(f) and 1824(e) facilitated the use of FISA emergency searches and surveillance, and if so,
how?

15.  Since enactment of the USA Patriot Act, what procedures have been implemented to improve the efficiency of
processing FISA applications?

16.  In testimony presented to the Senate Judiciary on March 4, 2003, FBI Director Robert Mueller stated that:
The FBI’s efforts to identify and dismantle terrorist networks have yielded major successes
over the past 18 months. We have charged over 200 suspected terrorists with crimes - half
of whom have been convicted to date. The rest are awaiting trial. Moreover, our efforts have
damaged terrorist networks and disrupted terrorist plots across the country. In the past
month alone, the FBI has arrested 36 international and 14 domestic suspected terrorists.

A. What authorities under the USA PATRIOT Act were used in identifying and dismantling terror networks
and were relied upon to prevent terrorist plots?

B. In your judgment, how many of those investigations would have been much more difficult or impossible
without the authorities available under the Act?

17.  The Act supplemented the government’s authority to freeze and forfeit assets of suspected terrorists and terrorist
organizations. Please provide the Committee with information related to the freezing or confiscation of such assets
since the enactment of the Act.

A. Please identify all suspected terrorists or terrorist organizations whose assets the federal government has
frozen or forfeited?

B. Please identify the specific authority, whether or not under the Act, that the federal government has
asserted in freezing or forfeiting the assets of suspected terrorists or terrorist organizations.

C. Have any seizures or forfeitures been challenged in court?
D. What have been the results of any such challenges?

E. Has any court, pursuant to section 316 of the Act (codified at 18 U.S.C. § 983 note), admitted evidence that
would otherwise be inadmissible in a forfeiture proceeding? If so, on what circumstances justified
admitting such evidence in such cases?

18.  Section 402 authorizes appropriations to triple the number of INS Border Patrol Agents and Inspectors in each
state along the Northern Border, and also authorizes appropriations to provide necessary personnel and facilities to
support such personnel.

A. How many additional Inspectors has the INS hired at the Ports of Entry along the Northern Border?

B. How many of those hires are working as Inspectors along the Northern Border at this time?
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C. By how many Iilspectors has the total staffing at the ports along the Northern Border increased since
September 11, 2001?

19.  What technology improvements have been completed and what additional technology improvements are planned
for FY2003 expenditures to improve Northern Border security?

20. Subtitle B of Title IV of the USA PATRIOT Act gives the Attorney General additional authority to detain certain
suspected alien terrorists, and improves systems for tracking aliens entering and leaving the United States and for
inspecting aliens secking to enter the United States. Section 411 amends the Immigration and Nationality Act
(INA) to broaden the scope of aliens ineligible for admission or deportable due to terrorist activities, and defines
the terms “terrorist organization” and “engage in terrorist activity.”

A. Has the INS relied upon the definitions in section 411 of the Act to file any new charges against aliens in
removal proceedings? If so, how many times has it used each provision?

B. In your July 26, 2002 response, you stated that one alien had been denied admission under these new
provisions. Have any aliens been denied admission under these grounds since that response?

C. What effect have the amendments to the INA in section 411 of the Act had on ongoing investigations in the
United States?

D. Section 212(a)(3)(F) of the INA, as amended by section 411 of the Act, renders inadmissible any alien who
the Attorney General determines has been associated with a terrorist organization and intends while in the
United States to engage solely, principally, or incidentally in activities endangering the United States. Has
the Attorney General made such a determination with respect to any alien thus far?

E. Have there been any challenges to the constitutionality of the charges added to the INA by section 411 of
the Act? If so, please identify the case(s) and the status of the proceedings.

21. Section 412 of the Act provides for mandatory detention until removal from the United States (regardless of relief
from removal) of an alien certified by the Attorney General as a suspected terrorist or threat to national security. It
also requires release of such alien after seven days if removal proceedings have not commenced, or if the alien has
not been charged with a criminal offense. In addition, this section of the Act authorizes detention for additional
periods of up to six months of an alien not likely to be deported in the reasonably foresecable future if release will
threaten our national security or the safety of the community or any person. It also limits judicial review to habeas
corpus proceedings in the U.S. Supreme Court, the U.S. Court of Appeals for the District of Columbia, or any
district court with jurisdiction to entertain a habeas corpus petition, and limits the venue of appeal of any final

" order by a circuit or district judge under section 236A of the INA to the U.S. Court of Appeals for the District of
Columbia.

A. At the time of your July 26, 2002 response, you had not used the authority in Section 412, Have you used
the authority since that response? If so, please state:

i. How many of the aliens for whom certifications have been issued have been removed?

ii. How many aliens for whom the Attorney General issued certifications are still detained? At what
stage of the criminal or immigration proceedings are cach of those cases?

iii.  How many of the aliens who were certified have been granted relief? How many of those aliens are
still detained?
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iv.  Have any challenges to certifications under section 236A(a)(3) of the INA been brought in habeas
corpus proceedings in accordance with section 236A(b)? If so, please identify the case(s) and the
status of each proceeding.

V. Has the Attorney General released any aliens detained under section 236A because the alien was
not charged with a criminal offense or placed into removal proceedings within seven days?

vi.  How many non-certified aliens have received relief from removal and remain detained longer than 6
months since such relief was ordered?

On September 20, 2001, the INS issued an interim rule amending the period of time that an alien may be detained
while the agency assesses whether to issue a Notice to Appear (NTA), placing the alien in immigration
proceedings. Prior to amendment, the INS was required to issue an NTA within 24 hours of the alien’s arrest. As
amended, the INS has 48 hours after an alien is arrested to decide whether to issue an NTA, “except in the event of
an emergency or other extraordinary circumstance in which case a determination will be made within an additional
reasonable period of time.”

A. What is the authority for the INS to detain an alien for longer than 48 hours without filing charges?

B. How many aliens have been detained for more than 48 hours without being charged under the authority in
this regulation?

C. What is the longest period that an alien has been detained without being charged under the authority in this
" regulation?

D. Have any challenges to this regulation been brought in judicial proceedings? If so, please identify the case
(s) and the status of cach proceeding.

Since September 11, 2001, the government has required that certain non-citizens from certain Middle Eastern
countries register with the INS (or its successor agency).

A. How many terrorists or suspected terrorists have been investigated and/or detained as a result of the
requirement that non-citizens register with the federal government?

B. What is the government’s policy regarding whether non-citizens are able to have counsel present during the
registration process, specifically during the interview?

C. If counsel are not permitted at any point, what is the government’s authority for denying such right to
counsel?

Since September 11, 2001, how many individuals have been deported from the United States? To what countries
were those individuals deported? What was the racial and ethnic background of such individuals? For what reason
were these individuals deported?

Attorney General’s Investigative Guidelines

25.

On May 14, 2002, the Department issued revised investigative guidelines that established procedures for the
initiation of investigations by the Federal Bureau of Investigation (“Bureau”).
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A. Why were the guidelines for General Crimes and Domestic Security Investigations revised when the
apparent threat against the United States is a threat from foreign terrorist groups? Do these guidelines apply
only to investigations of U.S. citizens? Are U.S. citizens not subject to the foreign intelligence
investigative guidelines?

B. The new guidelines allow FBI agents to attend a public event, such as a political demonstration or a
religious service, and to use data mining services, provided doing so is for the purpose of preventing or
detecting terrorism. How will it be determined that the purpose of attending the event or using the service
is to prevent or detect terrorism? How does the amount of evidence establishing that predicate differ from
the amount of evidence that would be sufficient to check out leads or open a preliminary inquiry? What
level of predication is required to permit FBI agents to attend public events or to use data mining services?

C. Since the issuance of these guidelines, how many religious sites (mosques, churches, temples, synagogues,
etc.) have federal authorities entered in an official capacity without disclosing their identities? Please
provide the total number of such sites and a breakdown of how many were affiliated with each particular
type of site (mosque, church, temple, synagogue, etc.).

When agents visit religious sites pursuant to AG guidelines, what investigative tools are they permitted to
use (i.e., wearing a wire, placing a listening device in the site)? If the information obtained from such visits
is found unrelated to any criminal or terrorist investigation, when is such information destroyed and in
what manner? Have, and if so provide details, any terrorism-related investigations or prosecutions resulted
from such visits?

D. Since the issuance of these guidelines, how many public meetings, and what types of such meetings
(rallies, town halls), have federal authorities entered in an official capacity without disclosing their
identities?

When agents visit public meetings pursuant to FBI guidelines, what investigative tools are they permitted
to use (e.g., wearing a wire, placing a listening device in the meeting area)? If the information obtained
from such visits is found unrelated to any criminal or terrorist investigation, when is such information
destroyed and in what manner? Have, and if so provide details, any terrorism-related investigations of
prosecutions resulted from such visits?

E. Are FBI agents required to record in writing — before they use data mining techniques or attend a public
event under the guidelines -- how such activity is for the purpose of detecting or preventing terrorism?

F. The changes to the preliminary inquiry procedures extended the period that such an inquiry can remain
open and allowed extensions for up to a year without notice to FBI Headquarters. In considering this
change, did you find that your field agents had been reluctant to conduct preliminary inquiries because they
could not keep them open long enough without burdensome approval requirements? What other problems
did the 90-day limit present to agents? What other problems did requiring approval from Headquarters to
continue a preliminary inquiry present to agents? How does Headquarters conduct important analysis of
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information generated by a preliminary inquiry if Headquarters is unaware of the inquiry for a year?

G.

The Guidelines now permit a Special Agent in Charge to open a terrorism enterprise investigation without
obtaining approval from FBI Headquarters. Instead, Headquarters must only be notified. What is contained
in the required notice? Does the notice provide enough of a description of the evidence to permit FBI
Headquarters to make an evaluation of the evidence and determine whether the investigation should
continue or is it simply a formal notification that such an investigation has been opened and/or is
continuing? Will the information in the notification be sufficient to use it to coordinate that investigation
with others?

Who at the Bureau is responsible for making and approving the decision for a field agent to enter a public
place, and must such approval be in writing prior to entering the public place?

After a field agent visits a public place or event, are any notes or other records of what he or she observed
retained? If so, under what circumstances, for what reasons, and for how long are they retained? Under

what circumstances is information related to protected 15 Amendment activity retained in FBI or DOJ
files? Are any records retained if a preliminary inquiry is never opened?

Who has access to any records and how does the FBI keep them secure?

Given the transfer of a substantial number of agents into terrorism investigations, what training did those
agents receive on the use of the Guidelines?

With the FBI’s authority to “data mine” under the Guidelines, many fear that the FBI will have too much
information and that the Bureau does not currently have the tools necessary to make good use of
intelligence or to keep vast amounts of information secure. What has been done and is being done to
improve the Bureau’s ability to interpret all of this new data? What security measures have been
implemented to prevent unauthorized access to such data?

Since the Guidelines permit the use of “publicly available” information, what efforts are going to be made
to verify the accuracy of the data retrieved? Will agents be required to attempt to independently verify
retrieved information for accuracy?

What type of supervision will be required when agents use data mining? Will field agents be able to initiate
data mining on their own or will they be required to obtain approval from a supervisor?

What data mining services has the FBI used? How long will data obtained through data mining be retéined
and how will it be indexed?

In its May 2002 Report on Financial Privacy, Law Enforcement, and Terrorism, the Prosperity Task Force
on Information Exchange and Financial Privacy outlined many problems with sharing too much
information with too many countries and without proper controls. How has the FBI protected against the
wide distribution of information to too many countries without proper controls?

Since Syria, Cuba, Libya, Iran, Iraq, China, and others are members of Interpol and share in the
international information exchange system, what procedures prevent these countries from receiving
information on terrorist suspects who may be supported by participating countries?

The Guidelines permit acceptance and retention of information “voluntarily provided by private entities.”
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What will the FBI do to ensure the accuracy of the information received from such sources? To what extent have such

“private entities” been third parties as opposed to the specific individuals to whom the information
pertained? How does the Department interpret “voluntarily” (e.g., does it mean the information was
unsolicited, was provided pursuant to a government request, or was provided pursuant to a government
subpoena?)?

Where and how is information obtained through data mining stored? Is access to data obtained through data
mining limited to those involved in a particular investigation? How is erroneous information corrected or
purged, if at all? Has the Department issued written policies to provide guidance in this area? Does it plan
to issue such policies?

Has, and from what companies, the Department purchased information or entered into contracts with data
mining companies? To what extent and how will persons listed in such information be able to correct
errors or inaccuracies?

Is retained information reviewed at reasonable intervals to determine its continuing relevance to
antiterrorism efforts? If so, who is responsible for performing such reviews?

Miscellaneous Authorities

26.  There have been numerous reports that the Department of Justice has detained individuals as material witnesses,
presumably pursuant to judicial orders under 18 U.S.C. § 3144, in connection with terrorism investigations. Please
provide the Committee with the following information with respect to each such detainee since September 11,
2001: (1) the length of detention of each detainee; (2) the number of such detainees who either sought review of or
filed an appeal from a detention order under 18 U.S.C. § 3145; and (3) the results of such review or appeal.

A. Were these individuals given access to legal counsel? If not, why not?

B. What is the percentage breakdown for the detainees in terms of national origin, race, and ethnicity?

C. Please list the charges that the Department has brought against each such detainee.

D. Please provide the legal basis for detaining those individuals who have been cleared of any connection with
terrorism beyond the date of such clearance.

E. Please provide a list of all requests by the government to seal proceedings in connection with any of the
detainees and copies of any orders issued pursuant thereto.

27. On October 31, 2001, the Department of Justice promulgated an interim rule, with provision for post promulgation

public comment, that requires the director of the Bureau of Prisons to monitor or review the communications
between certain inmates and their lawyers for the purpose of deterring future acts that could result in death or
serious bodily injury to persons or substantial damage to property that would entail the risk of death or serious
bodily injury to persons. 66 Fed. Reg. 55062, 55066 (2001).

A,

B.

How many inmates have been subject to the interim rule?

The interim rule required prior written notification to an inmate and any attorneys involved “[e]xcept in the
case of prior court authorization. 66 Fed. Reg. at 55066. Under this exception to the required notification,
how many cases were there/are there where inmates and their attorneys were not notified that their
communications were monitored?
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C. The interim rule prohibited disclosure of information prior to approval of disclosure by a federal judge,
except where the person in charge of the monitoring determines that acts of violence or terrorism are
imminent. How many times did the person in charge of the monitoring disclose information after approval
by a federal judge? After a determination that acts of violence or terrorism are imminent?

D. How many post-promulgation comments were received by the Department of Justice?
E. Is the Department of Justice considering any revisions to the interim rule?

The Department of Defense has detained two United States citizens in military prisons in the United States as
enemy combatants. These detentions have been challenged in court, where the Department of Justice has
represented the Department of Defense. Has the Department of Justice received any information regarding the
detention by the Department of Defense within the United States or abroad of any other United States citizens?
Does the Department of Justice have any agreement, arrangement, or understanding, formal or informal, with the
Department of Defense regarding the detention of United States citizens as enemy combatants?

~ FBI Director Robert Mueller announced the formation of “flying squads” that would be prepared to be deployed

on short notice into terrorism investigations.

A Have these “flying squads” been formed?

B. How many agents are assigned to a flying squad?

C. What kind of training have the flying squad agents received?
D. Have they been deployed into investigations?

E. If so, how many times?

F. Did they prove to be a useful addition to the investigation to which they were deployed?

Does the FBI use, as one of its terrorism investigative tools, aircraft to conduct surveillance of various persons or
locations? What type of information is sought using such surveillance?

Has the DOJ through any of its agencies formulated a policy position regarding criteria for establishing the
authenticity of foreign government-issued identity cards since the passage of the USA PATRIOT Act? If so,
please produce a copy of that position.

Has the DOJ through any of its agencies, including especially the INS, prepared or issued a policy with regard to
security standards and acceptance of “Matricula Consulars” identity cards issued by foreign governments to
persons who are residing in the United States but who may not be lawfully present in the United States.? If so, has
that policy been provided in writing to the Office of Management and Budget, the Secretary of State, or the
Secretary of the Treasury? If such a policy has been prepared, please provide a copy to the Committee.

Regarding the FBI’s National Crime Information Database, has the Department lifted a requirement that the FBI
ensure the accuracy and timeliness of information about criminals and crime victims before adding it to the
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database? Please provide a copy of any memoranda pertaining to the requirement that was lifted.

34.

35.

36.

37.

38.

Is the FBI is ordering its field offices to ascertain the number of mosques and Muslims in their areas? Is the
government seeking membership lists from mosques? If so, why? From how many mosques is the government
seeking such lists? How, if at all, has the agency reassigned its agents as a result? How many investigations of or
prosecutions for terrorism as a result of these activities?

Is the Department assisting in the implementation of the Computer Assisted Passenger Prescreening System
(CAPPS 1 or II), which would be used to screen airline passengers?

A. To what extent is the Department, or any of its components, providing information about specific persons
for inclusion in CAPPS?

B. From what databases or other sources, including companies, does such information come from?

C. What checks are in place to ensure that the information is accurate and does not constitute inappropriate
profiling?

D. In what manner are individuals afforded an opportunity to correct erroneous or inaccurate information?

“Operation Liberty Shield” involves stopping cars at airports, checking the identification of truckers who transport
hazardous material on the highway, and monitoring Internet and financial transactions.

A. Please identify the specific authority on which “Operation Liberty Shield” was created and implemented.
B. What level of predication is required before an agent may monitor the Internet and financial transactions?
C. What terrorism-related investigations and/or prosecutions have resulted from Operation Liberty Shield?

There have been three successive FBI sweeps since September 11, 2001, to monitor, question, arrest, detain, or
deport various immigrants. The first sweep focused on young Arab and Muslim males and occurred in the months
following September 11, 2001. The second sweep occurred in March 2002 and centered on thousands of
individuals of Middle Eastern and South Asian heritage. The third sweep occurred in March 2003 as part of
“Operation Liberty Shield.” Please provide information on each of these operations.

A, When were the plans for such operations first considered by the Department?

B. What guidance was provided to U.S. Attorney’s Offices and/or FBI offices with respect to questions that

should be asked of such immigrants?

C. What has been the outcome of each of these plans? Please provide details such as how many were
monitored, questioned, arrested, detained, or deported for each operation. Please provide details as to the
number and types of terrorism-related investigations and prosecutions that have resulted from these
sweeps.

D. Please identify the specific authority relied on to create and implement these plans, including the
monitoring, questioning, arrests, detentions, and deportations.

In August 2002, a Justice Department rule went into effect giving authority to state and local police to enforce
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immigration laws.

A. Which state and local governments ar€ using this new authority and to what extent?

B. How many immigration violations were found as a result of state and local law enforcement participation
under this new authority? '

C. Have any persons or groups affected by this new authority (e.g. immigrants, civil rights organizations)
submitted any formal complaints to the Department (including the Inspector General) regarding this
authority. If so, please provide details.

Please forward your responses to these questions to the Committee at the address on this letter not later than Tuesday,
May 13, 2003. Please contact Committee Chief of Staff and General Counsel Phil Kiko at 202-225-3951 or Minority
Counsel Sampak Garg at 202-225-6906 if you have any questions about this request.

Sincerely,

F. JAMES SENSENBRENNER, JR. JOHN CONYERS, JR.
Chairman Ranking Member
FIS/pgk
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Synopsis:  This communication advises FBI Technically Trained Agents (TTAs) about relevant
provisions in the USA Patriot Act.

Details: This communication is directed to FBI Technically Trained Agents (TTAs) and is
intended to inform them about certain provisions in the recently-enacted antiterrorism USA
Patriot Act ("Patriot Act" or "Act") (H.R. 3162), Public Law 107-56. The Patriot Act is a lengthy
piece of legislation containing ten titles and numerous sections dealing with a broad array of
antiterrorism provisions. Since many sections of the Act are not thought to be of interest to FBI

TTAs, the information in this communication has been selected based on its perceived interest and
value to TTAs. Full text of the Act can be obtained ati b5

WWW.ACCEsS.Zpo.gov/nara/index. pim] (then

go to "Catalogue ot Public Law 107th Congress, Public Law-107-056").

Prior analyses regarding the Act have been provided and/or made available by the
FBI Office of the General Counsel's National Security Law Unit (NSLU)(regarding FISA
amendments and changes regarding the use of National Security Letters) and by the Department
of Justice's Computer Crimes and Intellectual Property Section (CCIPS), (regarding certain
amendments to Title III; the Electronic Communications Privacy Act of 1986 (ECPA); Rule 41,
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b5

1 Pr re (Fed. R. Crim. P.); and to the substantive crimina DOJ.

[ For those interested, review of the foregoing analyses is recommend®d since
they afford greater elaboration upon many of the more important provisions in the Patriot Act.

The material set forth in the instant communicatiQn.i
brief synopsis of certain relevant provisions of the Act for TTAs. b5

Notwithstanding the Act's organization of the material, for ease of discussion, the
information set forth is grouped topically with reference to investigative, legal, and/or technical
categories familiar to TTAs. In some cases, the material included draws substantially (and often
verbatim) from analysis previously made available by the CCIPS, especially with regard to
Sections 216 and 217 of the Act. '

At the end of this EC, in topic area 9, in-depth guidance is provided to TTAs
regarding the new "reporting" requirements under Section 216 with respect to a law enforcement
agency's installation and use of a pen register/trap and trace using its own device on a packet-
switched data network of a provider of electronic communication service to the public,

The topic areas drawn from in the Act and dealt with in this communication are:

1. Foreign Intelligence Surveillance Act (FISA)
Roving Authority
Greater Duration of FISA Electronic Surveillance

Change in FISA Pen Register/Trap Trace Showing

Greater Disclosure of FISA Electronic Surveillance Authorized

Change in Certification for Issuance of National Security Letters; Reduction in Approval Level
Computer Trespass Exception to FISA

Immunity for Compliance with a FISA Wiretap

2. Title III
Changes in Disclosure of Title Il Interception Information
Obtaining Voice Mail/Stored Voice Communications Via a Search Warrant Rather than Title 111

Harmonization of Procedures for Obtaining Communications, etc. with Respect to the Cable Act
Computer Trespass Exception to Title 111

3. Stored Wire and Electronic Communications and Transactional Record Access
Information Available Pursuant to Subpoena

Nationwide Search Warrants for Stored Electronic Communications under 18 U.S.C. 2703
Emergency Disclosures by Communications Providers

4. Pen Register and Trap and Trace

Using Pen/Trap Orders to Acquire Communications Iraffic Information on Computer Networks
Nationwide Effect of Pen/Trap Orders

Reports for Installation and Use of Law Enforcement Pen/Trap Devices on Computer Networks
No Imposition of Additional Technical Obligations on Service Providers or Others
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S. Rule 41 Search Warrants
Single-Jurisdiction Search Warrants for Terrorism
Authority for Delaying Notice of the Execution of a Warrant

6. Civil Liability and Administrative Discipline for Certain Unauthorized Disclosures

7. Review of the Department of Justice

8. Congressional Support for Technology Centers; Task Forces; Role of Secret Service

Development and Support of Cybersecurity Forensic Capabilities
Expansion of the National Electronic Crime Force Initiative
Extension of Secret Service Jurisdiction

9. Section 216 Pen Register/Trap Trace Reporting Requirement

* * *

1. Foreign Intelligence Surveillance Act (FISA)

Roving Authority b2
Section 206 of the Act amends FISA to afford "roving" electronic surveillance b7E

authority and service provider assistance under certain circumstances. The change is intended to

be of assistance in coping with situations which arise when a FISA subject may b

[Ihe change brought about by this section indicates
that a generic assistance order may be 1ssued to address such situations. This approach is
authorized when the FISA Court finds that the actions of the FISA subject may have the effect of
thwarting the identification of such person/service provider. Although somewhat different, the
concept here of roving interception technical "assistance" has some analogy to the assistance

provision in Title IIT at 18 U.S.C. 2518(11)(b) and (12). This provision will sunset December 31,
2005.

Greater Duration of FISA Electronic Surveillance

Under Section 207 of the Act, the duration of a FISA electronic surveillance order
is extended for non-U.S. persons who are agents of a foreign power (e.g., an officer or employee
of foreign powers or a member of international terrorist organizations). Initial FISA electronic
surveillance orders for such persons are now authorized for 120 days rather than the current 90
days, and extensions are now authorized for one year rather than the current 90 days. This

provision will sunset December 31, 2005. Fhisprovision-willsunset-December31,2605;

Change in FISA Pen Register/Trap Trace Showing
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Section 214 of the Act simplifies the legal showing required to obtain a FISA pen
register/trap trace order and expands the authority with respect to those subject to coverage.
Now FISA pen register/trap trace orders can be obtained based upon a certification that the
information likely to be obtained is foreign intelligence information not concerning a U.S. person
or is relevant to an ongoing investigation to protect against international terrorism or clandestine
intelligence activities, provided that such investigation of a U.S. person is not conducted solely on
the basis of activities protected by the 1st Amendment. A key aspect of the change is that the
investigative effort need not be limited to a FISA subject per se or to the communication service
used by such subject. Rather, under Section 214, the focus shifts to the likely relevance of the
targeted communications to the types of investigations noted above. Thus, pen registers/trap
traces with respect to persons in contact with a subject of such investigation can be authorized.
This provision will sunset December 31, 2005.

Greater Disclosure of FISA Electronic Surveillance Authorized

Section 504 amends FISA, easing FISA electronic surveillance disclosure
constraints, so as to permit those Federal officers conducting FISA electronic surveillance to
acquire foreign intelligence information to consult with Federal law enforcement officers to
coordinate efforts to investigate or protect against actual or potential attack or other grave hostile
acts of a foreign power or an agent of a foreign power; sabotage or international terrorism of a
foreign power or an agent of a foreign power; or clandestine intelligence activities by an
intelligence service or network of a foreign power or by an agent of a foreign power. This
change, along with others in the Act, removes barriers that heretofore had impeded appropriate
sharing of such information with others with a clear need to know in the Government. Section
504, in concert with Section 218, also makes a change with respect to FISA's former requirement
that foreign intelligence be "the" purpose (primary purpose) of the FISA surveillance. Now, the
requirement is that foreign intelligence be a "significant purpose.”

Change in Certification for Issuance of National Security Letters; Reduction in Approval Level

Section 505 of the Act changes the nature of the certification required for the
issuance of National Security Letters (NSLs) under 18 U.S.C. 2709(b) and reduces the FBI
approval level required for issuing such NSLs. NSLs are commonly used to obtain telephone toll
and transactional records and subscriber information. Formerly, the issuance of NSLs was limited
to investigations with respect to foreign counterintelligence. Now the nature of the certification
required for issuing NSLs is that the information sought is relevant to an authorized investigation
to protect against international terrorism or clandestine intelligence activities, provided that such
investigation of a U.S. person is not conducted solely on the basis of activities protected by the
1st Amendment. An authorized investigation means an investigation authorized under the
Attorney General Guidelines for FCI investigations.

b7E
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Formerly, under 18 U.S.C. 2709, the Director of the FBI was authorized to
delegate the issuance of NSLs to a level "not lower than Deputy Assistant Director” (meaning,
effectively, to the Assistant Director/Deputy Assistant Director in the NSD and CTD at FBIHQ,
and to the Assistant Director-in-Charge level in New York, Los Angeles, and WFO). The Act
now permits the Director to also delegate such authority to specifically designated Special
Agents-in-Charge in various FBI field offices.

Computer Trespass Exception to FISA

Section 1003 exempts from the requirement of obtaining a FISA court order the
act of governmental interception of a computer trespasser's (e.g., "hacker's") unlawful
communications transmitted to, through, or from a protected computer, when the interception is
pursuant to valid computer owner consent, as now specified under 18 U.S.C. 2511(2)(1). This
provision applies where a hacker or similar person accesses the "protected computer” (as that
term is defined in18 U.S.C. 1030) of another in certain situations without authorization and thus
without a reasonable expectation of privacy. The section mirrors a comparable amendment made
to Title ITI in Section 217 of the Act. (See Section 217 below for greater explanation.)

Immunity for Compliance with a FISA Wiretap

Section 225 of the Act amends FISA to specify that no cause of action shall lie in
any court against a provider of wire or electronic communication service, landlord, custodian, or
other person that furnishes any information, facilities, or technical assistance in accordance with a
court order or request for emergency assistance under FISA. This provision mirrors a similar
provision in Title IIT under 18 U.S.C. 2511(a)(ii), and is intended to remove any reticence that
service providers and others might have in affording necessary FISA assistance to the
Government owing to fears about potential civil causes of action being filed against them. This
provision will sunset Decembér 31, 2005.

2. Title ITI
Changes in Disclosure of Title 11 Interception Information

Section 203(b) of the Act amends Title III's disclosure provisions under 18
U.S.C.§ 2517. This section now permits an investigative or law enforcement officer or attorney
for the Government who has lawfully intercepted communications or obtained evidence derived
therefrom to disclose such contents to any other Federal law enforcement, intelligence, protective,
immigration, national defense, or national security official to the extent that such contents include
foreign intelligence or counterintelligence (as defined in Section 3 of the National Security Act of
1947 (50 U.S.C. 401a)) or foreign intelligence information (as defined in subsection (19) of
section 2510 of Title 18) to assist the official who receives that information in the performance of
his official duties. Any Federal official receiving information pursuant to this provision may use
the information only as necessary in the conduct of that person's official duties, subject to
limitations on the unauthorized disclosure of such information. Under Section 203, the Attorney
General is required to establish procedures for disclosure of such information that identifies a
United States person, as defined in section 101 of FISA (50 U.S.C. 1801). Section 203(a) makes
similar changes with respect to disclosure of grand jury information protected under Rule 6(e),
Fed. R. Crim. P. This provision will sunset on December 31, 2005.

Obtaining Voice Mail/Stored Voice Communications via a Search Warrant Rather than Title 111

5
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Section 209 of the Act amends 18 U.S.C. §§ 2510 and 2703 to specify that stored
wire communications are to be treated under the same rules applicable to stored electronic
communications. Such stored wire communications can now be obtained from an electronic
communications service provider using procedures set out in section 2703 (such as a search
warrant), rather than arguably having to resort to a Title III court order. The Section 209
amendment does not apply to stored voice messages in the possession of an end-user person, such
as those stored on an answering machine in a subject's home. Such non-service provider stored
wire communications also remain outside the reach of Title III. This provision enacted in Section
209 will sunset on December 31, 2005.

Harmonization of Procedures for Obtaining Subscriber Communications, Records, and
Information with Respect to the Cable Act

Section 211 amends the Communications Act of 1934 and the Cable
Communications Policy Act of 1984 ("Cable Act")(47 U.S.C. § 551) to remove an apparent
statutory conflict between provisions in the Cable Act and those set forth under Title III and the
ECPA with respect to law enforcement obtaining a cable subscriber's communications, records,
and information pertaining to such subscriber's telecommunications and/or Internet services. Prior
- to the Act's amendment, the Cable Act contained unworkable (and arguably unintended)
provisions regarding law enforcement's obtaining a cable subscriber's communications, records,
and information from the cable company as to telecommunications and/or Internet services
offered by the cable company. Procedures under the Cable Act had most clearly been intended to
protect subscriber privacy and information concerning cable video programming viewed by the
subscriber. Section 211 makes it clear that, when a cable company offers services comparable to
those offered by a telephone company or an ISP, the existing statutory provisions in Title III and
the ECPA exclusively apply with respect to law enforcement's obtaining subscriber
communications, records, and information in the cable company's control.

Computer Trespass Exception to Title III

Section 217 exempts from the requirement of obtaining a Title 111 court order the
act of governmental interception of a computer trespasser's (e.g., "hacker's") communications
transmitted to, through, or from a protected computer, when the interception is pursuant to valid
computer owner consent, as now specified under 18 U.S.C. 2511(2)(i). This provision applies
where a hacker or similar person accesses the "protected computer" (as that term is defined in 18
U.S.C. 1030) of another in certain situations without authorization and thus without a reasonable
expectation of privacy. Because network service providers often lack the expertise, equipment, or
financial resources required to monitor computer attacks themselves, in the past they commonly
have had no effective way to exercise their rights to protect themselves from unauthorized
attackers. Although the wiretap statute allows computer owners to monitor the activity on their
machines to protect their rights and property, until Section 217 of the Act was enacted it was
unclear whether computer owners could obtain the assistance of law enforcement in conducting
such monitoring. This lack of clarity prevented law enforcement from assisting victims in taking
natulr;l and reasonable steps in their own defense that would be entirely legal in the physical
world.

To correct this problem, the amendments in Section 217 of the Act allow victims
of computer attacks to authorize persons “acting under color of law” to monitor trespassers on
their computer systems. Before monitoring can occur, however, four requirements must be met
under revised Section 2511(2). First, the owner or operator of the protected computer must

6
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authorize the interception of the trespasser’s communications on the protected computer.
Second, the person acting under color of law who intercepts the communication must be lawfully
engaged in an investigation applicable to such violation. Both criminal and intelligence
investigations qualify, but the authority to intercept ceases at the conclusion of the investigation.
Third, the person acting under color of law must have reasonable grounds to believe that the
contents of the computer trespasser's communication to be intercepted will be relevant to the
investigation. Fourth, the interception must be such that it does not acquire communications
other than those transmitted to or from the computer trespasser. Thus, this section would only
apply where the interception was effected such as to prevent the interception of communications
of non-consenting users who are authorized to use the computer. The definition of computer
trespasser explicitly excludes any person “known by the owner or operator of the protected
computer to have an existing contractual relationship with the owner or operator for access to all
or part of the computer.” 18 U.S.C. § 2510(21). This provision will sunset December 31, 2005.

3. Stored Wire and Electronic Communications and Transactional Record Access

Information Available Pursuant to Subpoena

Section 210 of the Act amends title I of the ECPA, at 18 U.S.C. 2703(¢), by
updating and expanding the list and types of subscriber information and records law enforcement
may obtain with a subpoena. Revised subsection 2703(c)(2) now includes “records of [Internet
service] session times and durations,” as well as “any temporarily assigned network address.” In
the Internet context, such records include the Internet Protocol (IP) address assigned by the
service provider to the customer for a particular session, as well as the remote IP address from
which a customer connects to the service provider. Obtalmng such records will make the process
of identifying computer criminals and tracing their Internet communications faster and easier. In
addition, the amendment specifies that a subpoena may be used to obtain the “means and source
of payment” that a customer uses to pay for service with a service provider, “including any credit
card or bank account number.” Such information will prove particularly valuable in identifying
the users of Internet services where a service provider does not verify its users’ biographical
information. The amendment adds to the subscriber information and records currently available
pursuant to service of a subpoena (subscriber name, address, local and long distance telephone
toll billing records, telephone number or other subscriber number or identity, length of service,
and types of services utilized).

Nationwide Search Warrants for Stored Electronic Communications under 18 U.S.C. 2703

Section 220 of the Act amends 18 U.S.C. 2703 and 2711 so as to permit
investigators to obtain and use search warrants authorized under section 2703(a) to acquire stored
electronic communications (and, under Section 209 of the Act, stored wire communications) and
records located outside of the district in which the court is located. This important change in the
court's jurisdictional reach, giving search warrants authorized by the court under section 2703(a)
national reach, puts search warrants on a comparable footing with the nationwide reach of federal
grand jury subpoenas and court orders authorized under section 2703(d). This change enables
courts with jurisdiction over investigations to authorize directly the search and seizure of stored
wire and electronic communications and records located outside of the district in which the court
is located; and it eliminates the necessity of having to obtain the additional involvement of agents,
prosecutors and judges in outside judicial districts, especially those in districts where major ISPs
are located. This provision will sunset December 31 2005.
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Emergency Disclosures by Communications Providers

Section 212 of the Act amends 18 U.S.C. 2702(b)(6) to permit, but not require, a
service provider to disclose to law enforcement either content or non-content customer records in
emergencies involving an immediate risk of death or serious physical injury to any person. This
voluntary disclosure does not create any affirmative obligation on the service provider to review
customer communications in search of such imminent dangers.

Section 212 of the Act also amends the ECPA by allowing service providers to
disclose information to protect their rights and property. It accomplishes this change by two
related sets of amendments. First, amendments to 18 U.S.C. 2702 and 2703 simplify statutory
treatment of voluntary disclosures by service providers by moving all such provisions to 2702.
Thus, section 2702 now regulates all permissive disclosures (of content and non-content records
alike), while section 2703 covers only compulsory disclosures by service providers. Second, an
amendment to new subsection 2702(c)(3) clarifies that service providers do have the statutory
authority to disclose non-content records to protect their rights and property. Prior to the Act,
2703 did not expressly permit a provider to voluntarily disclose non-content records (such as a
subscriber’s login records) to law enforcement for purposes of self-protection even though they
could disclose the content of communications for this reason. These changes will sunset
December 31, 2005.

4. Pen Register and Trap and Trace

Section 216 of the Act updates the pen register/trap trace ("pen/trap") statute in
three important ways: (1) the amendments clarify that law enforcement may use pen/trap orders to
acquire non-content communications traffic information transmitted over the Internet and other b2
computer networks; (2) pen/trap orders issued by federal courts now have nationwide effect; and
(3) law enforcement authorities must file a special report with the court whenever they use a
pen/trap order to install their own pen/trap device Jon a packet-switched
data network of a provider of electronic communication service to the public.

b7E

Using Pen/Trap Orders to Acquire Communications Traffic Information on Computer Networks

Section 216 of the Act amends 18 U.S.C. 3121, 3123, 3124, and 3127 to clarify
that the pen/trap statute applies to a variety of communications technologles References to the
target “line,” for example, are revised to encompass a “line or other facility.” Such a facility
might include, for example, a cellular telephone number/service; a specific cellular telephone
identified by its electronic serial number (ESN); an Internet user account or e-mail address; or an
Internet Protocol address, port number, or similar computer network address or range of
addresses. In addition, because the law now clearly takes into account a wide variety of facilities,
amendments to section 3123(b)(1)(C) allow applicants for pen/trap orders to submit a description
of the communications traffic information to be acquired based upon any of these or other
identifiers.

Moreover, the amendments clarify that pursuant to orders for the installation an. b2
use of pen/trap devices law enforcement may obtain any non-content information - b7E

| utilized in the processing and transmitting ot

Wire and eleCiionic COMMUNICANons. | |

[Per/trap orders

cannot, however, authorize the interception of the content of a communication,
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bs

example) non-content addressing ("to" and "from" or just "to") information over
or through (what type of service) (Email/web etc.) ports, and whatever else the
agency would-typically-capture as a record of what had been done
technically in the "settings" or "filters.™ In addition, when any changes to the
settings, etc. are made, the record must include what the changes were (of course,
along with the date/time and the name of the person(s) involved).

As to subsection (iv), the record must identify:

The information which has been collected by the device. This information would
the original (intelligible) evidentiary CD product that was

obtaine; ;e g., the depiction of the "to" " " "o o e
"port number,"any data acquired_ etc.).

Section 216 requires that "[t]o the extent that the pen register or trap and trace

device can be set automatically to record this information electronically, the record shall be
maintained electronically throughout the installation and use of such device." In short, if the law
enforcement device can be configured electronically to automatically record the information noted
above it must be done.

Once recorded, and maintained, the information must (shall) be provided (a)_ex
parte and (b) under seal to the court (c¢) within 30 days after the termination of the

order (including any extension thereof). FhetABbelievesthati{ Jshould be
the responsibility of the case agent, Ito

submit the recorded information to the AUSA handling the
case. ~whosinturn;will submit-it to the mmagistrate judge whogranted-the
originat-order: | |

A sample reporting format (below) is attached to aid in the reporting requirement

as to subsections (i)-(iii). Obviously, as to subsection (iv), the information collected by the pen
register or trap and trace device must be recorded (typically on a CD) and submitted to the court
along with the foregoing information.

LEAD(s):
Set Lead 1:
ALL RECEIVING OFFICES
None. For information only.
CC:
b6
. b7C
17
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Title: TECHNICALLY TRAINED AGENT (TTA) PROGRAM,;
"USA PATRIOT ACT"

Synopsis:  This communication advises FBI Technically Trained Agents (TTAs) about relevant
provisions in the USA Patriot Act.

Details: This communication is directed to FBI Technically Trained Agents (TTAs) and is
intended to inform them about certain provisions in the recently-enacted antiterrorism USA
Patriot Act ("Patriot Act" or "Act") (H.R. 3162), Public Law 107-56. The Patriot Act is a lengthy
piece of legislation containing ten titles and numerous sections dealing with a broad array of
antiterrorism provisions. Since many sections of the Act are not thought to be of interest to FBI
TTAs, the information in this communication has been selected based on its perceived interest and
value to TTAs. Full text of the Act can be obtained at www.aceess.gpo.gov/nara/index. htrml..
Then go to "Catalogue of Public Law, 107th Congress, Public Law-107-056."

Prior analyses regarding the Act have been provided and/or made available by the
FBI Office of the General Counsel's National Security Law Unit (regarding FISA amendments
and changes regarding the use of National Security Letters) and by the Department of Justice's °
Computer Crimes and Intellectual Property Section (CCIPS), (regarding certain amendments to
Title IIT; the Electronic Communications Privacy Act of 1986 (ECPA); Rule 41, Federal Rules of
Criminal Procedure (Fed. R. Crim. P.); and to the substantive criminal law). For those interested,
review of the foregoing analyses is recommended since they afford greater elaboration upon many
of the more important provisions in the Patriot Act.

The material set forth in the instant communication is offered only to present a
brief synopsis of certain relevant provisions of the Act for TTAs. Notwithstanding the Act's
organization of the material, for ease of discussion, the information set forth is grouped topically




To: Laboratory From: Laboratory
Re: 66-HQ-19490, 12/19/2001

with reference to investigative, legal, and/or technical categories familiar to TTAs. In some cases,
the material included draws substantially (and often verbatim) from analysis previously made
available by the CCIPS, especially with regard to Sections 216 and 217 of the Act.

At the end of this EC, in topic area 9, in-depth guidance is provided to TTAs
regardmg the new "reporting" requirements under Section 216 with respect to a law enforcement
agency's installation and use of a pen register/trap and trace using its own device on a packet-
switched data network of a provider of electronic communication service to the public.

The topic areas drawn from in the Act and dealt with in this communication are:

1. Foreign Intelligence Surveillance Act (FISA)

Roving Authority

Greater Duration of FISA Electronic Surveillance

Change in FISA Pen Register/Trap Trace Showing

Greater Disclosure of FISA Electronic Surveillance Authorized

Change in Certification for Issuance of National Security Leiters; Reduction in Approval Level
Computer Trespass Exception to FISA

Immunity for Compliance with a FISA Wiretap

2. Title ITT

Changes in Disclosure of Title Il Interception Information

Obtaining Voice Mail/Stored Voice Communications Via a Search Warrant Rather than Title [1]
Harmonization of Procedures for Obtaining Communications, etc. with Respect to the Cable Act
Computer Trespass Exception to Title 111

3. Stored Wire and Electronic Communications and Transactional Record Access
Information Available Pursuant to Subpoena

Nationwide Search Warrants for Stored Electronic Communications under 18 U.S.C. 2703
Emergency Disclosures by Communications Providers

4. Pen Register and Trap and Trace

Using Pen/Trap Orders to Acquire Communications Traffic Information on Computer Networks
Nationwide Effect of Pen/Trap Orders

Reports for Installation and Use of Law Enforcement Pen/Trap Devices on Computer Networks
No Imposition of Additional Technical Obligations on Service Providers or Others

S. Rule 41 Search Warrants
Single-Jurisdiction Search Warrants for Terrorism
Authority for Delaying Notice of the Execution of a Warrant

6. Civil Liability and Administrative Discipline for Certain Unauthorized Disclosures

7. Review of the Department of Justice

8. Congressional Support for Technology Centers; Task Forces; Role of Secret Service

Development and Support of Cybersecurity Forensic Capabilities

2
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Expansion of the National Electronic Crime Force Initiative
Extension of Secret Service Jurisdiction

9. Section 216 Pen Register/Trap Trace Reporting Requirement

* * *

1. Foreign Intelligence Surveillance Act (FISA)

- Roving Authority

Section 206 of the Act amends FISA to afford "roving" electronic surveillance
authority and service provider assistance under certain circumstances. The change is intended to

be of assistance in coping with situations which arise when a FISA subject mav be

[F'he change brought about by this section indicates
that a generic assistance order may be 1ssued to address such situations. This approach is
authorized when the FISA Court finds that the actions of the FISA subject may have the effect of
thwarting the identification of such person/service provider. Although somewhat different, the
concept here of roving interception technical "assistance" has some analogy to the assistance
|_provision in Title IIT at 18 U.S.C. 2518(11)(b) and (12). This provision will sunset December 31,
200s.

Greater Duration of FISA Electronic Surveillance

Under Section 207 of the Act, the duration of a FISA electronic surveillance order
extended for non-U.S. persons who are agents of a foreign power (e.g., an officer or employee
foreign powers or a member of international terrorist organizations). Initial FISA electronic
rveillance orders for such persons are now authorized for 120 days rather than the current 90

s, and extensions are now authorized for one year rather than the current 90 days. This
ovision will sunset December 31, 2005. This provision will sunset December 31, 2005.

hange in FISA Pen Register/Trap Trace Showing

Section 214 of the Act simplifies the legal showing required to obtain a FISA pen
register/trap trace order and expands the authority with respect to those subject to coverage.
Now FISA pen register/trap trace orders can be obtained based upon a certification that the
information likely to be obtained is foreign intelligence information not concerning a U.S. person
or is relevant to an ongoing investigation to protect against international terrorism or clandestine
intelligence activities, provided that such investigation of a U.S. person is not conducted solely on
the basis of activities protected by the 1st Amendment. A key aspect of the change is that the
investigative effort need not be limited to a FISA subject per se or to the communication service
used by such subject. Rather, under Section 214, the focus shifts to the likely relevance of the
targeted communications to the types of investigations noted above. Thus, pen registers/trap
traces with respect to persons in contact with a subject of such investigation can be authorized.
This provision will sunset December 31, 2005.

b2

b7E




To: Laboratory From: Laboratory
Re: 66-HQ-19490, 12/19/2001

term is defined in18 U.S.C. 1030) of another in certain situations without authorization and thus
without a reasonable expectation of privacy. The section mirrors a comparable amendment made
to Title III in Section 217 of the Act. (See Section 217 below for greater explanation.)

Immunity for Compliance with a FISA Wiretap

Section 225 of the Act amends FISA to specify that no cause of action shall lie in
any court against a provider of wire or electronic communication service, landlord, custodian, or
other person that furnishes any information, facilities, or technical assistance in accordance with a
court order or request for emergency assistance under FISA. "This provision mirrors a similar
provision in Title IIT under 18 U.S.C. 251 1(a)(ii), and is intended to remove any reticence that
service providers and others might have in affording necessary FISA assistance to the
Government owing to fears about potential civil causes of action being filed against them. This
provision will sunset December 31, 2005.

2, Title ITI
Changes in Disclosure of Title Il Interception Information

Section 203(b) of the Act amends Title III's disclosure provisions under 18
U.S.C.§ 2517. This section now permits an investigative or law enforcement officer or attorney
for the Government who has lawfully intercepted communications or obtained evidence derived.
therefrom to disclose such contents to any other Federal law enforcement, intelligence, protective,
immigration, national defense, or national security official to the extent that such contents include
foreign intelligence or counterintelligence (as defined in Section 3 of the National Security Act of
1947 (50 U.S.C. 401a)) or foreign intelligence information (as defined in subsection (19) of
section 2510 of Title 18) to assist the official who receives that information in the performance of
his official duties. Any Federal official receiving information pursuant to this provision may use
the information only as necessary in the conduct of that person's official duties, subject to
limitations on the unauthorized disclosure of such information. Under Section 203, the Attorney
General is required to establish procedures for disclosure of such information that identifies a
United States person, as defined in section 101 of FISA (50 U.S.C. 1801). Section 203(a) makes
similar changes with respect to disclosure of grand jury information protected under Rule 6(e),
Fed. R. Crim. P. This provision will sunset on December 31, 2005.

Obtaining Voice Mail/Stored Voice Communications via a Search Warrant Rather than Title 11]

Section 209 of the Act amends 18 U.S.C. §§ 2510 and 2703 to specify that stored
wire communications are to be treated under the same rules applicable to stored electronic
communications. Such stored wire communications can now be obtained from an electronic
communications service provider using procedures set out in section 2703 (such as a search
warrant), rather than arguably having to resort to a Title III court order. The Section 209
amendment does not apply to stored voice messages in the possession of an end-user person, such
as those stored on an answering machine in a subject's home. Such non-service provider stored
wire communications also remain outside the reach of Title III. " This provision enacted in Section
209 will sunset on December 31, 2005.

Harmonization of Procedures for Obtaining Subscriber Communications, Records, and
Information with Respect to the Cable Act
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Section 211 amends the Communications Act of 1934 and the Cable
Communications Policy Act of 1984 ("Cable Act")(47 U.S.C. § 551) to remove an apparent
statutory conflict between provisions in the Cable Act and those set forth under Title 1II and the
ECPA with respect to law enforcement obtaining a cable subscriber's communications, records,
and information pertaining to such subscriber's telecommunications and/or Internet services. Prior
to the Act's amendment, the Cable Act contained unworkable (and arguably unintended)
provisions regarding law enforcement's obtaining a cable subscriber's communications, records,
and information from the cable company as to telecommunications and/or Internet services
offered by the cable company. Procedures under the Cable Act had most clearly been intended to
protect subscriber privacy and information concerning cable video programming viewed by the
subscriber. Section 211 makes it clear that, when a cable company offers services comparable to
those offered by a telephone company or an ISP, the existing statutory provisions in Title III and
the ECPA exclusively apply with respect to law enforcement's obtaining subscriber
communications, records, and information in the cable company's control.

Computer Trespass Exception to Title 111

Section 217 exempts from the requirement of obtaining a Title III court order the
act of governmental interception of a computer trespasser's (e.g., "hacker's") communications
transmitted to, through, or from a protected computer, when the interception is pursuant to valid -
computer owner consent, as now specified under 18 U.S.C. 2511(2)(i). This provision applies
where a hacker or similar person accesses the "protected computer” (as that term is defined in 18
U.S.C. 1030) of another in certain situations without authorization and thus without a reasonable
expectation of privacy. Because network service providers often lack the expertise, equipment, or
financial resources required to monitor computer attacks themselves, in the past they commonly
have had no effective way to exercise their rights to protect themselves from unauthorized
attackers. Although the wiretap statute allows computer owners to monitor the activity on their
machines to protect their rights and property, until Section 217 of the Act was enacted it was
unclear whether computer owners could obtain the assistance of law enforcement in conducting
such monitoring. This lack of clarity prevented law enforcement from assisting victims in taking
natulral and reasonable steps in their own defense that would be entirely legal in the physical
world.

To correct this problem, the amendments in Section 217 of the Act allow victims
of computer attacks to authorize persons “acting under color of law” to monitor trespassers on
their computer systems. Before monitoring can occur, however, four requirements must be met
under revised Section 2511(2). First, the owner or operator of the protected computer must
authorize the interception of the trespasser’s communications on the protected computer.
Second, the person acting under color of law who intercepts the communication must be lawfully
engaged in an investigation applicable to such violation. Both criminal and intelligence
investigations qualify, but the authority to intercept ceases at the conclusion of the investigation.
Third, the person acting under color of law must have reasonable grounds to believe that the
contents of the computer trespasser's communication to be intercepted will be relevant to the
investigation. Fourth, the interception must be such that it does not acquire communications
other than those transmitted to or from the computer trespasser. Thus, this section would only
apply where the interception was effected such as to prevent the interception of communications
of non-consenting users who are authorized to use the computer. The definition of computer
trespasser explicitly excludes any person “known by the owner or operator of the protected
computer to have an existing contractual relationship with the owner or operator for access to all
or part of the computer.” 18 U.S.C. § 2510(21). This provision will sunset December 31, 2005.
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3. Stored Wire and Electronic Communications and Transactional Record Access
Information Available Pursuant to Subpoena

Section 210 of the Act amends title II of the ECPA, at 18 U.S.C. 2703(c), by
updating and expanding the list and types of subscriber information and records law enforcement
may obtain with a subpoena. Revised subsection 2703(c)(2) now includes “records of [Internet
service] session times and durations,” as well as “any temporarily assigned network address.” In
the Internet context, such records include the Internet Protocol (IP) address assigned by the
service provider to the customer for a particular session, as well as the remote IP address from
which a customer connects to the service provider. Obtaining such records will make the process
of identifying computer criminals and tracing their Internet communications faster and easier. In
addition, the amendment specifies that a subpoena may be used to obtain the “means and source
of payment” that a customer uses to pay for service with a service provider, “including any credit
card or bank account number.” Such information will prove particularly valuable in identifying
the users of Internet services where a service provider does not verify its users’ biographical
information. The amendment adds to the subscriber information and records currently available
pursuant to service of a subpoena (subscriber name, address, local and long distance telephone
toll billing records, telephone number or other subscriber number or identity, length of service,
and types of services utilized).

Nationwide Search Warrants for Stored Electronic Communications under 18 U.S.C. 2703

Section 220 of the Act amends 18 U.S.C. 2703 and 2711 so as to permit
investigators to obtain and use search warrants authorized under section 2703(a) to acquire stored
electronic communications (and, under Section 209 of the Act, stored wire communications) and
records located outside of the district in which the court is located. This important change in the
court's jurisdictional reach, giving search warrants authorized by the court under section 2703(a)
national reach, puts search warrants on a comparable footing with the nationwide reach of federal
grand jury subpoenas and court orders authorized under section 2703(d). This change enables
courts with jurisdiction over investigations to authorize directly the search and seizure of stored
wire and electronic communications and records located outside of the district in which the court
is located; and it eliminates the necessity of having to obtain the additional involvement of agents,
prosecutors, and judges in outside judicial districts, especially those in districts where major 1SPs
are located. This provision will sunset December 31, 2005.

Emergency Disclosures by Communications Providers

Section 212 of the Act amends 18 U.S.C. 2702(b)(6) to permit, but not require, a
service provider to disclose to law enforcement either content or non-content customer records in
emergencies involving an immediate risk of death or serious physical injury to any person. This
voluntary disclosure does not create any affirmative obligation on the service provider to review
customer communications in search of such imminent dangers.

Section 212 of the Act also amends the ECPA by allowing service providers to
disclose information to protect their rights and property. It accomplishes this change by two
related sets of amendments. First, amendments to 18 U.S.C. 2702 and 2703 simplify statutory
treatment of voluntary disclosures by service providers by moving all such provisions to 2702.
Thus, section 2702 now regulates all permissive disclosures (of content and non-content records
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alike), while section 2703 covers only compulsory disclosures by service providers. Second, an
amendment to new subsection 2702(c)(3) clarifies that service providers do have the statutory
authority to disclose non-content records to protect their rights and property. Prior to the Act,
2703 did not expressly permit a provider to voluntarily disclose non-content records (such as a

" subscriber’s login records) to law enforcement for purposes of self-protection even though they
could disclose the content of communications for this reason. These changes will sunset
December 31, 2005.

4. Pen Register and Trap and Trace

Section 216 of the Act updates the pen register/trap trace ("pen/trap") statute in
three important ways: (1) the amendments clarify that law enforcement may use pen/trap orders to
acquire non-content communications traffic information transmitted over the Internet and other
computer networks; (2) pen/trap orders issued by federal courts now have nationwide effect; and
(3) law enforcement authorities must file a special Ir_gnm_mm_t_hmun_whenever they use a b2
pen/trap order to install their own pen/trap device on a packet-switched
data network of a provider of electronic communication service to the public. b7E

Using Pen/Trap Orders to Acquire Communications Traffic Information on Computer Networks

Section 216 of the Act amends 18 U.S.C. 3121, 3123, 3124, and 3127 to clarify
that the pen/trap statute applies to a variety of communications technologies. References to the
target “line,” for example, are revised to encompass a “line or other facility.”

b2

| [ In addition, because the law now clearly takes into account a wide variety of facilities, b7E
amendments to section 3123(b)(1)(C) allow applicants for pen/trap orders to submit a description

of the communications traffic information to be acquired based upon any of these or other

identifiers.

Moreover, the amendments clarify that pursuant to orders for the installation and
use of pen/trap devices law enforcement may obtain any non-content information
I utilized in the processing and transmitting o

wire and electronic communications. |

iPe

cannot, however, authorize the interception of the content of a communication,| | b2
| Agents and prosecutors with questions about whether
a particular type of information congiifufes content should contact the Office of Enforcement b7E

Operations in the telephone context or the Computer Crime and Intellectual
Property Section in the computer context|

Further, because a pen/trap device
Section 216 makes two other related changes. First, in recognition of the fact that b2
pen/trap functions are commonly performed today by software instead of physical mechanisms,
the amended statute allows the pen/trap device to be “attached or applied” to the target facility. b7E
Likewise, Section 216 revises the definitions of “pen register” and “trap and trace device” in
section 3127 to include an intangible “process” (such as a software routine) which collects the
same information as a physical device.




L3

To: Laboratory From: Laboratory
Re: 66-HQ-19490, 12/19/2001

LEAD(s):
Set Lead 1:
ALL RECEIVING OFFICES
None. For information only.
CC: | |
12

17

bé
b7C



FEDERAL BEUREATL OF INVESTIGATIORN
FOIP.A

LELETED PAGE INFORMATION SHEET

Mo Duplication Fees are charged for Deleted Page Information Sheets)

Total Deleted Page{s) — 109
Page 1 —~ ReferraliTarect

Page 2 — ReferraliTirect

Page 3 — ReferraliDhrect
Page 5 — ReferraliTarect

Page 6 — ReferraliTirect

Page 7 — ReferraliTarect
Page & — ReferraliTirect

Page 9 — ReferraliTiarect

Page 10 ~ ReferraliDirect
Page 11 — ReferraliTirect

Page 12 — Referral/Drirect

Page 13 ~ ReferraliDirect
Page 14 — ReferraliDirect

Page 15 — ReferraliTirect

Page 16 — Referral/Drirect
Page 17 ~ ReferraliDirect

Page 19 — ReferraliDirect

Page 20 —~ ReferraliTirect
Page 21 — Referral/Drirect

Page 22 —~ ReferraliDirect

Page 24 — ReferraliDirect
Page 25 — ReferraliTirect

Page 26 — Referral/Direct

Page 27 — ReferraliTirect
Page 29 — ReferraliDirect

Page 30 —~ ReferraliDirect

Page 31 — ReferraliTirect
Page 32 —~ ReferraliDirect

Page 33 ~ ReferraliDarect

Page 34 — ReferraliDirect
Page 35 — Referral/Direct

Page 36 ~ ReferraliTirect

Page 37 — ReferraliDirect
Page 38 — ReferraliDirect

Page 39 — ReferraliTirect

Page 40 — Referral/Drirect
Page 41 —~ ReferraliDirect

Page 42 — ReferraliDirect

Page 43 — ReferraliTirect
Page 44 — ReferraliTirect

Page 45 —~ ReferraliDirect

Page 46 ~ ReferraliDirect
Page 47 — ReferraliTirect

Page 43 — Referral/Direct



FPage
Page
FPage
FPage
FPage
FPage
Fage
FPage
FPage
FPage
FPage
FPage
FPage
FPage
Fage
FPage
FPage
FPage
Page
FPage
FPage
FPage
Fage
FPage
FPage
FPage
Page
FPage
FPage
FPage
FPage
FPage
FPage
FPage
Page
FPage
FPage
FPage
FPage
Fage
FPage
FPage
FPage
FPage
FPage
FPage
FPage
Fage
FPage
FPage
FPage

49 — ReferraliTirect
50 — ReferralfDiirect

51 ~ ReferralfDiarect

107 — FEeferralfDirect
1058 — ReferralfDirect

109 — ReferralfDirect

110 — ReferralfDirect
111 — ReferraliDuwrect

112 — ReferraliTiirect

1153 — ReferralfDirect
114 — ReferralfDirect

11% — FeferralfDirect

118 — FeferraliDurect
117 — ReferralfDirect

118 — ReferralfDirect

119 — ReferraliDirect
120 — ReferraliTiirect

121 — ReferraliDirect

122 — ReferralfDirect
125 — FeferralfDirect

124 — ReferraliDurect

125 — ReferralfDirect
126 — ReferralfDirect

127 — Referral/Direct

128 — FeferraliDurect
129 — ReferralfDirect

130 — ReferralfDirect

131 — ReferraliDirect
132 — ReferraliDurect

1353 — ReferralfDirect

134 — ReferralfDirect
135 — ReferraliDirect

138 — FeferraliDurect

137 — ReferraliDiirect
1358 — ReferralfDirect

139 — ReferralfDirect

140 — FeferralfDirect
141 — ReferraliDirect

142 — ReferralfDirect

14353 — ReferralfDirect
144 — FeferraliDurect

1445 — ReferraliTiirect

146 — ReferralfDirect
147 — ReferralfDirect

148 — FeferralfDirect

149 — ReferraliDurect
150 — ReferralfDirect

151 — ReferralfDirect

152 — ReferraliDirect
155 — ReferraliTiirect

154 — ReferralfDirect



FPage
Page
FPage
FPage
FPage
FPage
Fage
FPage
FPage
FPage
FPage
FPage
FPage
FPage

155 — ReferraliTDiirect
156 — ReferralfDirect

157 — ReferralfDirect

158 — FeferralfDirect
159 — ReferralfDirect

180 — ReferralfDirect

161 — ReferralfDirect
1a2 — FeferraliDuwrect

165 — FeferraliTiirect

184 — ReferralfDirect
165 — ReferralfDirect

laa — FeferralfDirect

1a7 — FeferraliDurect
16858 — ReferralfDirect



